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AHHOTALMWA

[aHHbIN OOKYMEHT ABMSeTCS PYKOBOACTBOM OnepaTtopa crneumasribHoro nporpaMmmMHoro
obecneyeHna mapwpytmsatopa (ganee no Tekcty - CIMO  wnu  nporpamma),
npefHasHa4YeHHOro AN opraHusauuuM v npefocTtaBfeHust YCnyr TenekoMMYHUKaLMOHHOIo
B3anmoaencTaus no npotokonam IPv4/IPv6.

[okyMmeHT onucbiBaeT cTpykTypy CI1O, nocnegoBaTenbHOCTb YCTAHOBKU M HACTPOWMKM
nporpamMmel.

HacTtoswee onucaHve BXOAUT B COCTaB 3KCrnyaTauMOHHOW [OOKyMeHTauuu wu
paccuyMTaHo Ha nofib3oBaTensi, UMEILEro HaBblkM paboTbl Ha MOBM B onepaunoHHON

cucteme (OC) Linux.
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1 HASHAYEHWE NMPOITPAMMBI

1.1 [lporpamma npegHasHayeHa ansa peanusaumu

TENEKOMMYHUKAUMOHHbIX YCITyT:

1.2 I'Iporpamma B 4yacTtun MapLLIpyTI/I3aLI,MM/KOMMyTaU,I/II/I ceTeBoro

MapLupyTusaumMm/koMmMyTauum ceTeBoro Tpaduka;
6anaHcuMpoBkKu Tpaduka;

TYHHENMPOBaHMA Tpauka;

opraHmMsauun 3alunLEeHHbIX COeOUHEHUN;
ANHAMNYECKOro KOHPUIYPUPOBaHMA HAaCTPOEK CETEBbIX Y3I10B;
CMHXPOHM3aLMM YacoB CETEBbIX Y310B;

rpynnoBon MapLupyTu3aumu;

3epkannpoBaHuns Tpaduka;

dvnbTpaunn Tpadguka,

npeobpa3oBaHns CETEBbLIX aApECOB;

3almueHHON nepegayn Tpaduka;

obecnevyeHns 3agaHHOro kayectsa 0b6CnyXMBaHus;
obecneyeHns yBennyeHmsa OCTYNHOCTU LUMO3a;

JIOKaJ1bHOro n yaaneHHoro yrnpaBJieHUA.

obecneunBaet npegocrtaBrieHne rnosib3oBaTtendam crenyrwmx yenyr:

— ANHAMMYECKylo MapwipyTtmsauuio no npotokonam RIPv2 (Routing

CTaTU4eCKY0 MapLipyTnu3aunto;

cneayowmx

Tpadumka

Information

Protocol), RIPng (RIP next generation), OSPF (Open Shortest Path First), BGP (Border

Gateway Protocol);

MapLUpyTM3aLM0 Ha OCHOBE MOSNUTHK,;

obbeamHeHue noptoB Ethernet no TexHonorum switch;

— OpraHunzauunto B3anMMOLeNCTBUSA TENEKOMMYHUKALIMOHHbIX yCTpOI7ICTB Ha KaHallbHOM

ypoBHe VLAN (Virtual Local Area Network).
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1.3 T[lporpamma B 4actm GanaHcupoBkM Tpaduka obecneymBaeT npenocTaBreHve
nonb3oBaTenaM cneayoLwmx yenyr:

— GanaHCMpOBKY HarpyskM Mpyv HanUuMm HECKOSNbKMX MapLUpyTOB C OAWHAKOBOW
METPUKOM;

— obbeauHeHne ceTeBbIX MHTEPMENCOB AN OTKA30YyCTOMYMBOCTM U YBENUYEHUS
nponyckHom cnocobHocTn — Bonding;

— obecneyeHne pacnpocTpaHeHnsa Tpaduka 4Yepes HEeCKOMbKO (PU3NYECKMX KaHamoB,
nmMmes ogHo nornvyeckoe coeanHeHne — MLPPP.

1.4 Tlporpamma B 4acTu TyHHenMpoBaHusA Tpaduka obecneymBaeT npenocTaBreHne
nosib3oBaTenisiM cregyoLwwmx yeryr:

— TyHHenuposaHune PPPOE;

TyHHenupoBaHue PPTP;

TyHHenupoBaHuelPIP;

TyHHenupoBaHne GRE.

1.5 [lporpamma B 4acTu oOpraHu3auuu 3allULLEHHbIX coefuHeHun obecnednBaeT
npegocTtasfieHne nonb3oBaTtenam ycnyrm ayteHtudpukauum B PPP nocpeactsom CHAP.

1.6 [porpamma B YacT AMHAMNYECKOIo KOHOUIypnpoBaHMS HAaCTPOEK CETEBLIX Y3r10B
obecne4vnBaeT NpegocTaBfeHne Nonb3oBaTensiM creayowmnx yenyr:

— obecneyeHue 3anpalumsaroLmx XOCTOB IP-agpecamu n Apyrmmm
KOH(pUrypaumoHHbiMu napameTpamu nocpeactsom DHCPv4/DHCPVG;

— pacnpegeneHue IP-agpecoB Ha onpeaeneHHbIn CPoK;

— pacnpegenerHvne |IP-agpecoB Tpems cnocobamu  (py4yHoe  pacnpefeneHue,
aBTOMaTU4eCKoe pacnpeaeneHne, AMHaMUYecKoe pacnpeaeneHue);

— peTpaHcnsaumio coobuweHmnn DHCP mexay knueHTamm M cepBepamMu B pasHbiX
noaceTsx.

1.7 Tlporpamma B 4acTU CUHXPOHW3AUMW 4YacoOB CceTeBbiXx Y3roB obecneynBaet

npenocTaBneHne Nonb3oBaTensam ycnyru yHkumoHmposaHus NTP—knueHTa/cepBepa.
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1.8 T[lporpamma B 4acTu rpynnoBon MapLupyTusauum obecnevmBaeTt npegocTaBneHmne
nosfib3oBaTeNsiM CreayoLwwmx yenyr:

— dyHKumnoHuposaHue IGMP;

— dyHKUMOHUpOBaHWe npoTokorna Multicast Listene Discovery Version 2 (MLDv2) for
IPv6;

— MexaHu3M LOCTaBKWu genTtarpamm Ans rpynn XoctoB 6e3 opraHmsaumm CoeanHeHnn —
PIM SM.

1.9 T[lporpamma B 4acTu 3epkanupoBaHust Tpadmka obecnevmBaeT npegocTaBreHne
nonb3oBaTensiM ycnyru nepeHanpasneHus (3epkanmpoBaHue) Tpadguka.

1.10 MNMporpamma B 4actu unbTpauum Tpaduka obecneymBaeT npeaocTaBneHue

noJsib3oBaTeniaM cneayrowmnx ycrnyr:

dunbTpaunto Tpaduka no nopty (TCP/UDP) otnpasutens;

dunbTpaunto Tpaduka no nopty (TCP/UDP) nonyyatens;

dunbTpauuto Tpadmka no IP-agpecy oTnpaBuTens;

dvnbTpaumio Tpaduka no IP-agpecy nonyyartens;

dunbTpauuo Tpadmka no MAC-agpecy oTnpaBuUTeNs;

dunbTpaunto Tpaduka no draram 3aronoska cermeHta TCP;

— dounbTpaumio Tpadumka no 3HayveHuto nong «lMpotokon» 3aronoska IP;

GunbTpaumio Tpadumka no 3HayveHuto nonga «ToS» (TOS/DSCP) 3aronoska IP;

dunbTpaumto Tpadmrka No COBOKYMHOCTU yKa3aHHbIX KPUTEPUEB.

1.11 MNporpamma B 4acTu npeobpasoBaHUs CceTeBbIXx agpecoB obecnednBaet
npeaocTaBneHne Nonb3oBaTensM crieayoLwmx yCnyr:

— cTaTudeckyro TpaHcnsumo agpecos (Static Network Address Translation);

— AVHaMUYecKyto TpaHcnsauuio agpecoB (Dynamic Address Translation);

MackapagHyto TpaHcnauuio agpecoB (NAPT, NAT Overload, PAT);

HaCTPOWNKy AemMunutTapusoBaHHoOW 30HbI (DMZ) B codeTaHum ¢ maplipyTusaumen u
TpaHcnsaunen agpecos (NAT) nnu tpaHecnsaumen noptos (PAT).

1.12 MNMporpamma B 4YacTu 3alWMLEHHOW nepegjayn Tpadwumka obecneymBaet
npegocTasfieHne Nonb3oBaTeNnsaM crneayrLwmnx yenyr:

— WwWundpoBaHHbIN IP-TyHHENb IPSec;

— 3awundpoBaHHbIn kaHan VPN Ha ocHoBe OpenVPN.
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1.13 MNporpamma B 4actu obecneyeHnss 3adaHHOIO KavecTBa OOCNy>XMBaHUSA
obecneynBaeT npefocTaBneHne nosb3oBaTensM criefyoLWwmnx yenyr:

— opraHusaunto n obpaboTky odepeaen cnegyowmmnmetogamu: FIFO, PQ, CBQ, TBF,
HTB;

— (YHKUMOHNPOBAHME MeXaHn3Ma SABHOro yeegomMneHns o neperpyske ECN;

— (PYHKUMOHUPOBAHME anroputMa paHHero obHapyXeHUs MepenosiHeHUs odepenen
mapuwpyTtusaTtopa RED (Random Early Detection — otbpoc odepeaen HegonyCTMmMon AnnHbI
B MPOM3BOSIbHOM NOPSIAKE);

— (PYHKUMOHNPOBAHME anropUtMa paHHero OoBHapyXeHWUs MepPEenosIHeHUs oYepenen
mapwpyTtusatopa GRED (Generic Random Early Detection).

1.14 Mporpamma B 4actm obecnevyeHuss yBENMYEHUS  OOCTYMHOCTWM  LUM03a
obecneunBaeT npefoCcTaBneHne Nosib3oBaTensM CrneayoLwmx yenyr:

— aBTOMATU4eCKOe Ha3HavyeHue (YHKUMA LUM3a Ha Pe3epBHbIN MapLupyTU3aTop B
cny4ae oTtkasa ocHoBHoro — VRRP (Virtual Router Redundancy Protocol);

— npoTtokon n3bbiToyHoCcTN obuwero agpeca — CARP (Common Address Redundancy
Protocol).

1.15 MNporpamma B 4acTM noKanbHOMO W yAaneHHoro ynpaeneHusi obecnedmBaet
npegocTaBfieHne nonb3oBaTensaM cnegyowmx yenyr:

— BO3MOXHOCTb KOHGMrypmpoaHusa cebs nocpeactsom CLI (command-line interface);

— JIoKanbHoe ynpasneHue (KOHCOMbHbIM NOPT ynpaBneHns);

— ypaneHHoe ynpasneHne — SSH, Telnet.
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2 YCnosumd BbINMOJIHEHWA MPOITPAMMBI

2.1 TpeboBaHMs K TEXHUYECKMM U MPOrpaMMHbIM cpeacTBam

2.1.1 O BMM dyHKumoHnpyet Ha 6ase cpeacTB BbIMUCIUTENBHOW TEXHWUKM C
XapakTepuUcTMKamMm He Xyxe:

— npoueccop: Intel Atom D425 (2 core);

— onepatumBHasa namatb: 4 Gb;

— MOCTOSIHHOE 3anoMuHatoLee yctponcteo: 8Gb;

ceTeBas kapTta: 2xFast Ethernet.
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3 BbINMOJIHEHWE NMPOITPAMMBI

3.1 HacTtpowka nporpamMmmsl

3.1.1 YnpaBneHue npodunamu KoHUrypauum

3.1.1.1 CoxpaHeHne CKOHUIypupoBaHHOro nNpoduns:

save 'profile-name’

3.1.1.2 TlpumeHeHue Npoduns HacTpoek:

load 'profile-name’

Mepen 3arpy3kon HOBOro Npoduns yoanatTca BCe HACTPOMKK TeKyLero npodouns.

BHUMAHWE

lMocne nepesarpysky MapLipyTusaTop NpuMeHsieT TOT NpPoduiib, KOTOPbIA NocnegHum
obin «load». Ecnn komaHabl load ele He BbINOSTHAMNOCH, TO 3arpyxaeTcs npodurbe «daemony.

3.1.1.3 3arpyska HyneBown KoHdUrypauuu:

load null

[Mpw BbINONHEHUN 3TOW KOMaHAbl ByayT yaaneHbl 8ce HeCOXpaHeHHbIE HACTPONKM.

3.1.1.4 KonnposaHune Nnpoduris HaCTpoekK B yKasaHHYO ANPEKTOPUIO:

copy profile 'profile-name’ path 'path-to-copy'

3.1.1.5 KonuposaHune npocunsa u3 ykazaHHoro canna:

copy source 'path-to-source-profile’ profile 'profile-name’

AprymeHTbI:

path-to-source-profile - nonHeIMNyTbKGaNNy .JsoncnpounemMKoHpUrypaumm;

profile-name - uma nog KoTopbiM ByaeT CoOXpaHeH 3TOT Npodunb.

3.1.1.6 YpganeHue npocumna KOHpUrypaumm:

no profile 'profile-name’

AprymeHTbl:

profile-name - nma ygansemoro npouns KoHurypaumu.

3.1.1.7 KonuposaHue npodunsi HAaCTPoek Ha nepebIt NOOKIYEHHbIU hneLl-aAnck:

copyprofile 'profile-name' flash

3.1.1.8 be3onacHoe 13Brie4yeHne NepBoro NOAKMIYEHHOro drieLl-gmcka:

flash unplug

3.1.1.9 BbIBOg MMEH NMEILNXCA B cucTeme npodomnen KoHpurypauum:

show profiles
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3.1.1.10 BeiBoa npocuns koHdpurypaumm ¢ umeHem profile-name. Ecnun nmsa npodgpuns
He yKasaHO, TO BbIBOAUTCS TEKYLLMA NPOPUNb.

show profile ['profile-name’]

3.1.2 PaboTta c nuueH3nsamm

3.1.2.1 Mogynu VMM pasgeneHbl Ha 3 YacTu:

— BbasoBble mogynu, ans paboTbl C KOTOPLIMU HE HYXHbI NnueH3uun (arp, dns, dns-proxy,
ip_sla, ntp, routing, tftp, acl, filtering, nat, dhcp, dhcp6, bridge, ethernet, mac_vlan, loopback,
tunnel, vlan, logs);

— [ononHuTenbHble Moaynu, Ana paboTbl C KOTOPbIMW HyXKHA JMLEH3US Ha MOSHYI0
Bepcuto nporpammel (cache buffers, carp, ecn, ipsec, multicast, openvpn, pptp, gos, radius,
snmp, vrrp, mangle_list, policy_routing, dhcp_relay, dhcp_relay6, bonding, ppp, ppp_multilink,
pppoe, pppoe_multilink, bgp, ospf, ospf6, rip, ripng);

— IDSSnort, Tpebyowmin 4oNOAHUTENBHON NUueH3un ong IDS.

3.1.2.2 AKTUBaUUS NULIEH3NM:

activate-licence 'path-to-key-template' ‘path-to-serial-number’

AprymeHTbl:

path-to-key-template - nonHbIN NyTb K hanny wabnoHa knova (pacwmperune grdvd);

path-to-serial-number - NOfHbLIN NYTb K dpanny ¢ CepumnHbIM HOMEPOM A5 Krto4a.

3.1.2.3 BbIiBOA MH(pOopMaLMM O INLEH3NAX:

show licence

3.1.3 Ethernet-uHtepdenc

3.1.3.1 MoprHyTb NIMHKOM Ha UHTepdence:

blink 'eth-interface-number’

AprymeHTbl:

eth-interface-number - Homep ethernet uHTepderica.

3.1.3.2 Bxopg B pexum KoHdurypaumm nHtepgenca:
interface 'interface-type’ 'interface-number’

AprymeHTblI:

interface-type — Tun nHtepdenca (ethernet, fastethernet, ...);

interface-number - HomepuHTepdgemca (0,1,2,...).



11
MLI>KIN.30030-01 34 01

3.1.3.3 BbiBOg4 BCex wuMmewwuxcsas B cucteme uHTepdencos (ethernet, tunnel,
ppp, 1 T.4.):

show interfaces

3.1.3.4 BbIBOA TeKyLLEN KOHGUrypauumn nHTepdenca nnm scex ethernet nHTepdencos:

show interfaces ethernet ['interface-type’ 'interface-number’]

AprymeHTbl:

interface-type — Tun untepdenca (ethernet, fastethernet, ...);

interface-number — Homep nHTepdenca (0,1,2,...).

3.1.3.5 BeiBogkomaHgblifconfig. Ecnu aprymeHT interface ykasaH, TO BbIBOOUTCA
NMHopMaUUsa TOMbKO Mo yKasaHHOMY MHTepdency, nHaye BbIBOAUTCS BECb BbIBOL KOMaHAbI
ifconfig —a:

show ifconfig ['interface’]

AprymeHTbl:

interface - nmsa nHTepgenca B cucteme linux (eth0, eth1, ...).

3.1.3.6 BbiBoa komaHAabl ethtool onga ykasaHHoro nHtepdenca:

show ethtool 'interface’

AprymeHTbl:

interface - nmsa nHTepgenca B cucteme linux (ethO, ethl, ...).

3.1.3.7 B pexume KoHcurypaumm uHTepdenca BblknodaeT wuHTepdenc. [Ons
BKMOYEeHUs nHTepderica k komaHae pobasnseTtcs npedukc no:

shutdown

noshutdown

3.1.3.8 3apaHue IPv4—agpeca ons untepdenca. [Ana yaaneHus ipagpeca K KomaHge
nobaensietcsa npeduke no. Ecnn IPv4agpec aBnsieTca eAUHCTBEHHbIM Ha MHTepdience, To ero
MOXHO yaanaTb 6e3 ykaszanusa nons ip-address. [Ina yoaneHus Bce ipagpecoB nHtepdenica,
npu yaaneHum BMecTo ip-address ykaabiBaetcs napameTp all:

ip address 'ip-address'{/'short-mask’| 'long-mask'}

no ip address ['ip-address'{/'short-mask’| 'long-mask'}]

no ip address all

AprymeHTblI:

ip-address - IPv4 agpec;

short-mask - kopoTkasmacka (0-32);

long-mask - onnHHaa macka.
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3.1.3.9 BanpocuTb ip agpec no npotokony DHCP. [1na cbpoca nonyyeHHbIX HacTpoek
K KOMaHae gobasnaetca npedukc no:

ip address dhcp

no ip address dhcp

3.1.3.10 3apaHue IPv6 agpeca gna wuHTepdenca. [Ons yganeHus ipvé—agpeca K
KomaHae pobasnsietcs npedukc no. Ecnm IPv6—agpec siBNsieTCA €AMHCTBEHHbIM Ha
UHTepdence, TO ero MOXHO yaanaTb 6e3 ykasaHus nons ipv6-address. [nsa yaaneHust Bce
ipv6—agpecoB MHTepenca, npu yaaneHum BMecTo ipv6-address ykasbiBaeTca napameTp all:

ipv6 address 'ipv6-address'/'prefix’

no ip address [{ipv6-address'/'‘prefix’ | all}]

AprymeHTbI:

ipv6-address - IPv6—agpec ¢ npedukcom.

3.1.3.11 Banpocutb ipv6—agpec no npotokonly DHCP. [Ona cbpoca nomnyYeHHbIX
HacTpoek K komaHae gobaBnseTcs npedukc no:

ipv6 address dhcp

no ipv6 address dhcp

3.1.3.12 YcraHoBKa 3HadeHusi napameTpa MTU pgna uHtepdenca. Mcnonbsyetca B
pexunme KoHdurypaumm nHtepdgenca. Het komaHgsl no:

ip mtu 'bytes'

AprymeHTbI:

bytes - s3Ha4yeHne MTU B banTtax.

3.1.3.13 YcrtaHoBka ckopocTun, duplex’a n pexxmma aBTocorfiacoBaHua ans uHTepgenca.
McnonbayeTtca B pexxmme KOHurypaumm nutepdenca. Het komaHgbl no:

autonegotiation off duplex {full|half} speed 'speed-value'

autonegotiation on [duplex {full|half} speed 'speed-value']

AprymeHTbl:

off - BbIKMIOUMTL peXMM aBTOCOrNacoBaHs M 3agaTb 3HAYEHUA CKOPOCTM U Aynnekca
Bpy4dHyto. TpebyeT Hannums napameTpoB duplex u speed;

OnN - BKITOYNTb PEXMM aBTOCOIacoBaHWS;

duplex - 3agaeT pexum gynnekca.

3.1.3.14 NameHeHne MAC-agpeca nHtepderica. HetkomaHabino:

mac-address 'address-value'

AprymeHTblI:
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address-value - 3HayeHne MAC-agpecaBsdopmaTte hh:hh:hh:hh:hh:hh.

3.1.3.15 KoHdurypaumsa dhcpve nageHtudukaTtopa ons uHtepdenica [B gopmate DUID]:

ipv6 dhcp client-id [duid] 'id’

no ipv6 dhcp client-id

3.1.3.16 BkntoveHue/BbIkNtOYEHNEPrOXy-arpansamHTepdenca:

proxy-arp {on|off}

3.1.3.17 BbiBOA HaAcCTpPOMKKU Proxy arp ans nHrepdenca:

show proxy-arp ‘interface-type' 'interface-number

3.1.3.18 Bbixog 13 pexuma KoHdurypaumm nHtepgenca:

exit

3.1.4 TyHHenbHbIN NHTEPENC

3.1.4.1 Co3spgaHue TyHHenbHoro nHtepdgenca (N - Homep nHTepderica), BXod B pexum
KOH(purypaumm nutdepdenca:

interface tunnel 'N'

3.1.4.2 YpaneHue TyHHenbHoro nHtepderica (N - Homep nHTepdenca):

no interface tunnel 'N'

3.1.4.3 KoHdpurypaums GRE TyHHens:

tunnel mode gre source 'ipv4Address’ destination ‘ipv4Address'

nnu

tunnel source 'ipv4Address' destination 'ipv4Address'

3.1.4.4 KoHdurypauus IPIP TyHHens:

tunnel mode ipip source 'ipv4Address’ destination ‘ipv4Address'

3.1.4.5 3apaHue IPv4—agpeca ons untepdenica. [ins ynanenus IP—agpeca k komaHge
pobasnsietca npeduke no. Ecnu IPv4—agpec aBnseTca eguHCTBEHHBIM Ha MHTepdence, TO
ero MOXHo yganaTb ©6e3 ykasaHus nonsa ip address. [Ona ymanenus Bcex IP—agpecos
UHTepdenca, Npu yaaneHmm BMecTo «ip address» ykasbiBaeTcst napameTp all:

ip address 'ip-address'{/'short-mask’| 'long-mask’} [point-to-point 'remote-ip-address’]

no ip address ['ip-address'{/'short-mask’| 'long-mask'}]

no ip address all

AprymeHTblI:

ip-address - IPv4 agpec.
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short-mask - kopoTkagmacka (0-32).
long-mask - gnMHHasmacka.

remote-ip-address - agpecyaaneHHoroyana.

3.1.4.6 3apaHue |Pv6—agpeca gona uHTepdpenca. [Ona ypaneHusa ipv6—agpeca K
KomaHae pobasnsietcs npedukc no. Ecnm IPv6—agpec siBNsieTCA €AMHCTBEHHbIM Ha
UHTepdence, TO ero MOXHO yaanaTb 6e3 ykasaHus nons ipv6-address. [1ns yaaneHust Bcex
ipv6—agpecoB nHTepenca, npu yaaneHum BMecTo ipv6-address ykasbiBaetca napameTp all:

ipv6 address 'ipv6-address'/'prefix’

no ip address [{ipv6-address'/'‘prefix’ | all}]

AprymeHTbI:

ipv6-address - IPv6 agpec ¢ npedukcom.

3.1.4.7 3apaHne MTU ansa nHtepdenca:

ip mtu ‘MTU'

3.1.4.8 BblkntoyeHne nHTepdenca:

shutdown

3.1.4.9 BkntoyeHue nHTepenca:

no shutdown

3.1.4.10 BbiBog WH(popMaUUM O UMEKLMXCA BCEX TYHHENbHbIX MHTepdencax unm
TOonbKo 06 ykazaHHoM (c Homepom ‘N’):

shown interfaces tunnel ['N']

3.1.4.11 BbIxoa n3 pexuma KoHurypauum nitepdenca:

exit

3.1.5 PPPoE vHTepgenc

3.1.5.1 CosgaHue knueHTckoro nHrepgenca PPPOE:

interface pppoe'N'

3.1.5.2 YpaneHnue knueHTckoro mHtepdpenca PPPOE (npepycmatpuBaeT yaganeHue
BCEX HACTPOEK):

no interface pppoe'N’

3.1.5.3 BbIBOA HacTpoOeK pppoe-nHTepdencos:

show interfaces pppoe ['N']
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3.1.5.4 BknoyeHue/BbIKIOYEeHNEe ncnonb3osaHus IPv4:

ipv4 {on|off}

3.1.5.5 Bkno4veHne/BblkNoYeHNe ncrnonb3osaHus IPV6:

ipv6 {on|off}

3.1.5.6 YcraHosuTb IPV6 agpec ans nHtepdenca:

[no] ipv6 address 'ip-address'/'prefix’

3.1.5.7 3anpoc agpeca DNS cepsepa PPPoE knneHntom:

use-dns

3.1.5.8 [dopcupoBaHHasi] yctaHoBka default route gns PPPOE knueHTa:

use-default-route [replace]

3.1.5.9 TllpuBaska k msmyeckomy uHTepdency (B pexmme KoOHUrypauumn peanbHOro
Ethernet-nHtepdenca):

pppoe-client pppoe'N'

3.1.5.10 OTtBs3ka oT husnveckoro nHTepderca (B pexmme KoHpurypaumm peanbHOro
Ethernet-nHtepdenca):

no pppoe-client pppoe'N'

3.1.5.11 AyteHTncdpukauma PPPoOE  knumeHTa  (Hactporka  Ha  KIMEHTe).
lMpepocTtaBneHne norMHa M Napons KnueHta ansa chap ayteHTUdukauun Ha cepsepe (Unu
n3aMeHeHne napona pAns pfgaHHoro «hostname») (B pexume KOHurpyaumm pppoe-
UHTepdenca):

chap hostname 'hostname’ password 'hostPassword'

3.1.5.12 AyteHTuncpukauua PPPOE knueHTa (HacTpomka Ha KnueHTe). Yaanewue
norvHa v naponsa ansa chap ayreHtTudukaumm Ha cepepe (B pexunme KoHUrpyawumm pppoe-
UHTepdenca):

no chap hostname 'hostname'

3.1.5.13 AyteHd¢mkauua PPPoE cepBepa (HacTpoliika Ha knueHTte). TpebosaHue chap
ayTeHTUdunKaumm yaaneHHon CTOPOHbl Ha KineHTe (B pexume KOHdurpyaumm pppoe-
NUHTepdenca):

ppp authentication chap

3.1.5.14 AyteHtudukauma PPPoOE cepBepa (HacTporika Ha knveHTe). YaaneHue
TpeboBaHua chap ayTeHTU(UKauMM YyOaneHHoOW CTOPOHbI Ha KnneHte (B pexume
KOH(purpyaumm pppoe-nHtepgenca):

no ppp authentication chap
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3.1.5.15 AyteHTucpukauusa PPPoE cepBepa (HacTpoika Ha KnmeHTe). 3agaHne nMeHu
nonb3oBaTensas W napona cepsepa (MMM U3MEHeHVWe napons AN AaHHOMo  MMEHU
nons3osaTens):

username 'login' password '‘password’

3.1.5.16 AyteHTucdpukauua PPPOE cepBepa (HacTporka Ha KnueHTe). Yaanewue
UMEHM Nonb3oBaTerns u Napons:

no username 'login’

3.1.5.17 CospgaHue cepsepHoro nHtepgenca PPPoE:

interface dealer'N’

3.1.5.18 YpganeHue cepBepHoro umHtepdenca PPPoE (npegycmatpuBaeT ypaneHue
BCEX HACTPOEK):

no interface dealer'N'

3.1.5.19 BeiBogHacTpoek dealer-uHTepdencos:

show interfaces dealer ['N']

3.1.5.20 3apaHuneagpecacepsepa:

ip address 'serverlpAddress'

3.1.5.21 3apaHue [yoanenue] agpeca ansa knueHTta 6e3 ayteHTMdurKaummn:

client-address 'clientipAddress'

no client-address

3.1.5.22 BknoyeHue/BbIKIoYeHNe Ncnonb3oBaHus IPv4:

ipv4 {on]off}

3.1.5.23 BkntoveHne/BbIKkNo4YeHNEe ncnonb3oBaHus IPV6:

ipv6 {on|off}

3.1.5.24 3apatb IPV6 agpec ana nHtepdenca:

[no] ipv6 address ‘ip-address'/prefix’

3.1.5.25 3apatb IPv6 ID ansa nHtepdenca:

ipv6 id {locall[remote} 'ipv6-id-value'

no ipv6 id {local[remote}

3.1.5.26 lNpwuBAska Kk urandeckomy nHTepdency (B pexnme KoHpuUrypaumm peanbHOro
Ethernet-nHtepdenca):

pppoe-server dealer'N'
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3.1.5.27 OTtBs3ka OT hmanyeckoro nHTepderca (B pexmme KoOHpurypaumm peanbHOro
Ethernet-nHtepdenca):

no pppoe-server dealer'N'

3.1.5.28 AyteHTudukauma PPPoOE knueHTa (HacTpoika Ha cepepe). TpeboBaHue
chap ayTeHTUdMKaLMM yaaneHHOW CTOPOHbI Ha cepBepe (B pexunme KoHdurpyaumm dialer-
UHTepdenca):

ppp authentication chap

3.1.5.29 AyteHtTucpukauua PPPoOE knueHTa (HacTponka Ha cepBepe). Yaanenue
TpeboBaHna chap ayTeHTUdMKaUMM YyOaneHHOW CTOPOHbI Ha cepBepe (B pexunme
KoHdpurpyaumn dialer-untepdoerica) (npegycmaTpuBaeT aBTOMaTMYeCcKoe YyaaneHue us
KOHMrypaumm nMeHn nonb3oBaTens, Napons n agpeca KnmeHTa — eCnn OHN eCTb):

no ppp authentication chap

3.1.5.30 AyTteHTucpukauusa PPPoE knueHTa (HacTporika Ha cepBepe). 3agaHne nMeHu
nonb3oBaTens, napons W agpeca KAveHTa (MNn U3MEHeHWe And AaHHOro  MMEHU
nonb3oBaTensa Nnapona n agpeca):

username 'login' password '‘password’ address 'ipAddress'

3.1.5.31 AyteHTncdpukauma PPPoOE knueHTa (HacTporka Ha cepBepe). Yaganewue
MMEHUN Nonb3oBaTens, Naponsa 1 agpeca KnuneHTa:

no username 'login'

3.1.5.32 AyteHtupukauma PPPoOE cepBepa (HacTponka Ha  cepBepe).
lMpepocTtaBneHne norwHa n napons cepsepa ans chap ayreHtTudmkaumm Ha KnveHTe (unu
N3MeHeHne napons ansa gaHHoro hostname) (B pexxume koHdurpyaumm dialer-untepderica):

chap hostname 'hostname' password ‘hostPassword'

3.1.5.33 AyteHTucpukauua PPPOE cepBepa (HacTponka Ha cepBepe). Yaanenue
nornHa n napons ansa chap ayteHTUrkaumm Ha KnueHTe (B pexume KoHdurpyaumn dialer-
nHTepdenca):

no chap hostname 'hostname’

3.1.5.34 AyteHTucpukauma PPPoE cepBepa (HacTponka Ha  cepBepe).
MpenoctaBneHne PPPoE knueHty agpecos DNS cepsepos:

dns-servers 'ip-address-1' ['ip-address-2']
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3.1.6 O6beanHeHune noptos (bonding)

3.1.6.1 CosgaHue bond - nHtepdenca c Homepom ‘N’. Bxog B pexum koHdurypaumm
bond-uHTepdgenca:

interface bond 'N'

3.1.6.2 YpaneHueuHTpedenca:

no interface bond 'N'

3.1.6.3 BbiBoa kKOHGUrypauumn scex bond-mHTepdencos nnmn TonbKO AN ykasaHHoro (¢
HomepoM ‘N’):

show interfaces bond ['N']

3.1.6.4 3apaHue IPv4—agpeca ons untepdenica. [ins ynanenus IP—agpeca kK komaHge
pobasnsetca npedukec no. Ecnu IPv4d—agpec aBnseTca eguUHCTBEHHBIM Ha MHTepdience, TO
ero MOXHO yaansatb 6e3 ykasaHust nons «ip-addressy». Ons ynanexHust Bce IP—appecoB
MHTepdenca, Nnpu yaaneHmm BMecTo ip-address ykasbiBaetcsa napameTp all:

ip address 'ip-address{/'short-mask’| 'long-mask'}

no ip address ['ip-address'{/'short-mask’| 'long-mask’}]

no ip address all

AprymeHTbl:

ip-address - IPv4 agpec

short-mask - kopoTkasimacka (0-32)

long-mask - gnuHHaa macka

3.1.6.5 3anpocutb IP—agpec no npotokony DHCP. [Jnsa cbpoca nomny4YeHHbIX HAaCTPOEK
K KOMaHae gobasnaeTca npedukc no:

ip address dhcp

no ip address dhcp

3.1.6.6 3apaHue IPv6—agpeca ana wuHtepdenca. [Ona ypanenus IPv6—apgpeca kK
KomaHae pobaensieTcs npedukc no. Ecnm IPv6—agpec siBNsSieTCA €AMHCTBEHHbIM Ha
nHTepcdperice, ToO ero MOXHO yaansaTb 6e3 ykasaHusa nons ipv6-address. [ns yaaneHus sce
IPv6—appeca nHtepdenca, npy yganeHnn BMecTo ipv6-address ykasbiBaetca napameTp all:

ipv6 address ‘ipv6-address'/'prefix’

no ip address [{ipv6-address'/‘prefix’ | all}]
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AprymeHTbl:

ipv6-address - IPv6 agpec ¢ npedukcom.

3.1.6.7 3anpocutb IPv6—agpec no npotokony DHCP. [nsa cbpoca nony4eHHbIX
HacTpoek K komaHae gobasnsieTcsa npeduke no:

ipv6 address dhcp

no ipv6 address dhcp

3.1.6.8 3apaHue pexuma paboTbl bond-uHTepdericos. Pexnm nameHaeTcs anga Bcex
bond-nHTepdencos. Bo BpeMsa cMeHbl pexnma paboTbl NPOUCXOANT nepesarpyska Moayns
saapa, noaTomy Bce bond-uHTepdencl yaansTcs N co30atTCs 3aHOBO:

mode {balance-rr | active-backup | balance-xor | broadcast | 802.3ad | balance-tlb |
balance-alb}

Pexumbl paboThbil:

— balance-rr - Round-robin policy (pexMmno-ymonyaHuio)

— active-backup - Active-backup policy

— balance-xor - XOR policy

— broadcast - Broadcast policy

— 802.3ad - IEEE 802.3ad Dynamic link aggregation

— balance-tlb - Adaptive transmit load balancing

— balance-alb - Adaptive load balancing

3.1.6.9 3apaHue nonuTukM BbibOpa, Ha kakon nopT bond-uHTepdhenca nockinatb
nakeT. Bo BpeMsi cMeHbl NONUTUKM NPOUCXOAUT nepesarpy3ka Moayns siapa, No3ToMy Bce
bond-uHTepdgencel yganaTcs U co34atTcs 3aHOBO.

hash-policy {layer2 | layer2+3 | layer3+4 | encap2+3 | encap3+4}

Pexumbl paboThbl:

— layer2 - Wcnonbsyetca Tonbko xaw MAC agpecoB oTnpasuTenss u nonyyartens
(monuTuka No-ymon4aHuio)

— layer2+3 - Vicnonb3syeTtca xaw MAC agpecos u IP agpecos

— layer3+4 - Ucnonb3yeTcs xaw |IP agpecos 1 nHopmaLmm U3 BbilLenexalnx ypoBHem

— encap2+3 - To xe, 4to 1 layer2+3, HO MHGOPMaLMs U3 3arofioBKOB BblbnpaeTcs Ha
OCHOBE [aHHbIX MOTOKOB, YTO MOXET BECTU K WCMNONb30BAHUIO BHYTPEHHUX 3aroflOBKOB

(Hanpmmep, npu NcnoJib3oBaHMn TyHHeJ'II/IpOBaHI/IFI)



20
ML>XW.30030-01 34 01

— encap3+4 - To xe, 4To N encap2+3, HO ncnonedyetcsa xew |P agpecos n nHpopmaumm
13 BblLUENEeXaLNX YPOBHEN.

3.1.6.10 lNpwueaska ethernet nHtepdperica k Tekywemy bond-uHtepdency. [1na oTBa3kn
WMHTepdenca K komaHae aobasnseTtca npedukc no:

[no] enslave interface 'eth-interface-type' 'eth-interface-number’

3.1.6.11 BblkntoyeHue nHTepdenca:

shutdown

3.1.6.12 BkntoyeHue nHTepdenca:

no shutdown

3.1.6.13 Bbixog 13 pexuma KoHdurypaumm nHtepgenca:

exit

3.1.6.14 Ina Bxoga B pexum koHdurypauum ethernet-untepdgenca Tpebyetcs
BbINOSTHEHNE KOMaHAb!:

interface 'interface-type' 'interface-number’

3.1.6.15 lpuBaAska ethernet wuHTepdenca (B pexume KoHdpurpyaumm ethernet-
UHTepdenca):

channel-groupbond 'N'

3.1.6.16 OtBsaska ethernet wuHTepdenca (B pexume KoHdurpyaumm ethernet-
UHTepdenca):

no channel-group bond 'N'

3.1.7 HDLC/PPP gnsakapt Sangoma AFT A10X

3.1.7.1 Bxopg B pexum KOHpUrypawumm nHtepgenca.

interface wglppp 'interface-number’

AprymeHTbI:

interface-number- Homepuntepdenca (0,1,2,...)

3.1.7.2 BbIknoyeHne wuHTepenca. [Ons BKNOYEHUA uHTepdenca K KomaHae
pobasnsaeTca npedukc no.

no shutdown

shutdown
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3.1.7.3 3apaHue IPv4 agpeca ons uHtepdenca. [na yganeHus ip agpeca K komaHge
nobaenseTca npeduke no.

ip address 'ip-address{/'short-mask’| ‘long-mask’}

no ip address ['ip-address'{/'short-mask’| 'long-mask’}]

AprymeHTbl:

ip-address - IPv4 agpec

short-mask - KopoTkasimacka (0-32)

long-mask - JnnHHaa macka

3.1.7.4 Hactpomnka agpeca PCIl wunHbl, HA KOTOPOM HaxoguTCcsa KapTa Sangoma

pcislot 'pci-slot-number’ pcibus 'pci-bus-number

pcislot auto

AprymeHTbI:

pci-slot-number - Homep PCI cnoTta

pci-bus-number - agpecHa PCI wwuHe

auto - aBToMaTU4eckoe onpeaeneHne agpecos

3.1.7.5 HacTtponka pexmma KoagnpoBaHUs CUrHaNoB

line-decoding {hdb3 | ami}

3.1.7.6 HacTtpoika pexnma kagpupoBaHus

framing { crc4 | non-crc4 | unframed }

3.1.7.7 HacTponkapexnmatanmepa

clock-mode { normal | master }

3.1.7.8 HacTtponkapexmmacurHanos

signalling-mode { ccs | cas }

3.1.7.9 HacTtponka 4yBCTBUTENbHOCTU NPUEMHUKA

receiver-sensitivity { 12 | 18 | 30 | 43}

3.1.7.10 HacTtpovika pexnma onpenesnieHna COCTOSHUA NIMHKa

ignore-front-end {on|off}

3.1.7.11 YcraHoska MTU

mtu ‘value'

3.1.7.12 Hactpovika nopta otnagku (default: 9000, disable: 0)

udp-debug-port ‘port-number’
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3.1.7.13 HactponkaTTLansotnaakm (default: 255, disable: 0)

udp-debug-ttl 'ttl-value'

3.1.7.14 BkntoveHue/BbIKNIOYEHNE MyNbTUKacTa Ha nHTepdence

multicast {on|off}

3.1.7.15 HacTpovka BpeMeHHbIX MPOMEXYTKOB BeLlaHus

timeslots { all | 'timeslots-value'}

AprymeHTbI:

all - ncnonb3oBaTb BCE NPOMEXYTKU

timeslots-value - ucnonb3oBaTb yYka3aHHble NpoMexyTku. [NMpumep 3anucu: a.b.c-d.e.f-g

3.1.7.16 Hactponka IP pexunma paboTtbl nHTEPpENCa

ip-mode {static|host|peer}

3.1.7.17 HacTtpownka pexuma wmpoBaHng

true-encoding-type { on | off }

3.1.7.18 BkntoveHue/BbIKOYEHNE AOVHaMN4eCcKoro pexuma KOHpUurypaumm
NMHTepdenca

dynamic-config {on | off}

3.1.7.19 KoHdurypaums ayteHTudukaumm CHAP

chap user-id 'uid’ password ‘passwd-value' sysname 'sysname-value'

chap off

3.1.7.20 Bbixog 13 pexuma KoHdurypauum nHtepdenca

exit

3.1.7.21 BbIBOA TEKyLLEN KOHpUrypauum nutepenca nnm scex nHTepdencos

show interfaces wglppp ['interface-number’]

AprymeHTbI:

interface-number - Homepuntepdgenca (0,1,2,...)

3.1.7.22 BbIBOS, cOCTOSAHUSA bmsmndekon nuHum E1 nHTepdernica sangoma

show interfaces wglppp 'interface-number' el-physical-line-alarms
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3.1.8 Access Control Lists
3.1.8.1 [o6aBuTb npaBuno B cnucok. Ecnu ykasaH napameTp line, To npasuno
pobaBnseTcsa Ha ykasaHHyl no3uuuio, nHave npasuno gobasnsieTcs B KoHew, cnucka. Ecnu
cnncok list-name He cyLlecTByeT, TO OH ByaeT co3aaH:
ip access-list 'list-name’ line 'line-number’
macsource 'mac-address’
protocol ‘ip-protocol’
sourceip 'source-ip'/'mask’
sourceports 'source-port-numbers'
destinationip 'destination-ip'/'mask’
destinationports 'destination-port-number’
tos 'value'
length 'start-length’ ['stop-length’]
ininterface {'in-interface-type' 'in-interface-number" |
macvlan 'parent-eth-number" ‘in-interface-number |
vlan {'parent-interface-type’' 'parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}
outinterface {'out-interface-type' ‘out-interface-number |
macvlan 'parent-eth-number’ 'out-interface-number |
vlan {'parent-interface-type' 'parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number'}
vid 'vlan-id'}
until-limit-rate 'rate-value'
tcp-flags {+|-HFIN|SYN|RST|PSH|ACK|URG}
fragment
conn-state {NEW|ESTABLISHED|INVALID|RELATED}
ipv6 access-list 'list-name’ line ‘'line-number’
macsource 'mac-address’
protocol 'ip-protocol’
sourceip 'source-ip'/'mask'’
sourceports 'source-port-numbers'

destinationip 'destination-ip'’/'mask’
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destinationports 'destination-port-number’
tos 'value'
length 'start-length’ ['stop-length’]
ininterface {'in-interface-type' 'in-interface-number |
macvlan 'parent-eth-number" ‘in-interface-number |
vlan {'parent-interface-type' 'parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}
outinterface {'out-interface-type' ‘out-interface-number’ |
macvlan 'parent-eth-number’ 'out-interface-number |
vlan {'parent-interface-type' 'parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}
until-limit-rate 'rate-value'
tcp-flags {+|-HFIN|SYN|RST|PSH|ACK|URG}

3.1.8.2 OnuncaHneunbTPOB:

— macsource ‘mac-address’ - puneTpMAC-agpeca;

— protocol ‘ip-protocol’ - punbTpnpoTOKONa;

— sourceip ‘source-ip/'mask’ - dpunbTplPagpecancrtoyHuka;

— destinationip ‘destination-ip’/’mask’ - punbTp IP agpecaHa3HavYeHus;

— sourceports ‘source-port-numbers’ - PUNBTPNOPTOBUCTOYHUKA;

— destinationports ‘destinationport-port-numbers’ - punbTpnopTOBHA3HAYEHUS,

— tos ‘value’ - punbtpnons ToS;

— length ‘start-length’ [‘stop-length’] - dovnbTpanuHbinaketa. Ecnn ykasaHo TOSMbKO
3HauveHue start-length, To nog NpaBmnNo nonagyT TONMbLKO NakeTbl C ANUHoOK start-length, nHave
nog npasunio nonagyT nakeTbl C ANMHOM OT start-length o stop-length;

— ininterface ‘in-interface-type’ ‘in-interface-number’ - punbTpBXOAHOrOUHTEPGENCA;

— outinterface ‘out-interface-type’ ‘out-interface-number’ -
PUnNbTPBLIXOAHOTONHTEPENCa;

— until-limit-rate ‘rate-value’ -
MaKkcMManbHoeKonmyecTsocpabaTbiBaHMMNPaBUIaBMHTEPBANIBPEMEHN. rate-
valuenmeetcnegyowmngopmat: R/{second|minute|hour|day}, rae R - HaTypanbHOe4ncno;

— fragment- ounbTp ANsS PparMeHTUPOBaHHBIX NaKETOB;
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— tcp-flags- dunetp gna  TCP-cdnaros. Ecnu  nepen  dnarom  ctout+, TO

ocyulecTBrideTCd npoBepKa Ha TO, YTO OH yCTaHOBJ1E€H, €CJlIn-- Ha TO, YTO OH CGpOLIJeH. MoxxHOo

ykasbiBaTb OT 1 40 6 ¢pnaros;

— conn-state- punbTp ANA oTcnexusaHus coegmHeHuin (connection tracking). MoxHo

yKkasbiBaTb OT 1 10 4 COCTOAHUI COeANHEHUS.

3.1.8.3 Yganutb npaBuno n3 cnncka no Habopy omnbTpos:

no ip access-list 'list-name’

macsource 'mac-address’

protocol ‘ip-protocol’

sourceip 'source-ip'/'mask’

sourceports 'source-port-numbers'

destinationip 'destination-ip'/'mask’

destinationports 'destination-port-number’

tos 'value'

length 'start-length’ ['stop-length’]

ininterface {'in-interface-type' 'in-interface-number’ |
macvlan 'parent-eth-number" ‘in-interface-number |
vlan {'parent-interface-type' 'parent-interface-number |

macvlan 'parent-eth-number' 'macvlan-number’}

vid 'vlan-id'}

outinterface {'out-interface-type' ‘out-interface-number |
macvlan 'parent-eth-number' ‘out-interface-number |
vlan {'parent-interface-type’' 'parent-interface-number |

macvlan 'parent-eth-number' ‘'macvlan-number’}
vid 'vlan-id'}

until-limit-rate 'rate-value'

tcp-flags {+|-HFIN|SYN|RST|PSH|ACK|URG}

fragment

conn-state {NEW|ESTABLISHED|INVALID|RELATED}

3.1.84

no ipv6 access-list 'list-name

macsource 'mac-address'
protocol ‘ip-protocol’

sourceip 'source-ip'/'mask'’
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sourceports 'source-port-numbers'
destinationip 'destination-ip'/'mask’
destinationports 'destination-port-number’
tos 'value'
length 'start-length’ ['stop-length’]
ininterface {'in-interface-type' 'in-interface-number" |
macvlan 'parent-eth-number’ 'in-interface-number |
vlan {'parent-interface-type' '‘parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}
outinterface {'out-interface-type' ‘out-interface-number’ |
macvlan 'parent-eth-number' ‘out-interface-number |
vlan {'parent-interface-type' '‘parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}
until-limit-rate 'rate-value'
tcp-flags {+|-{FIN|SYN|RST|PSH|ACK|URG}
3.1.8.5 Ypanutbnpasunonscnmckacnosumuyuuline-number:
no ip[v6] access-list 'list-name’ line 'line-number’
3.1.8.6 YganuTtbBeCbCNUCOK:
no ip[v6] access-list 'list-name’
3.1.8.7 BbIBOA nNpaBus U3 BCEX CMMUCKOB UMW U3 yKa3aHHOIo Cnuncka:
show ip[v6] access-list ['list-name’]
3.1.8.8 BbIBOA OOCTYMNHbLIX CMUCKOB:

showip[v6] access-list

3.1.9 dunbTpauns
3.1.9.1 TllogkntodeHne cnucka list-name k uenoyke unbTpauun. Ecnn ykasaH
napameTp position,To cnucok 6yaeT gobasneH ¢ no3mumm position-number, npasusia CNUCKOB,
KOTOpble HAaXOASATCS Ha 9TOM NO3ULMM B LenoYke U Huxe 6yayT cMeLLeHbl BHUS:
ip[v6] filter INPUT|FORWARD|OUTPUT} [position 'position-number'] {permit|deny}
access-list 'list-name’

3.1.9.2 Ypanutb cnucok list-name 13 uenoykn unbTpaumn:
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no ip[v6] filter {INPUT|FORWARD|OUTPUT} access-list ‘'list-name’

3.1.9.3 BkntoveHne/BbIKNOYEHNE pexmMma BbICTpon hunbTpaumm:

[no] ip[v6] filterfast

3.1.9.4 BbiBog KOH(burypaumm Bcex uenoyek punbTpaumm unm ykasaHHOW LIEMOYKM.
Ecnu ykasaH napameTp access-lists, To 6yayT BbiBeAeHbl NOANIOYEHHbIE K LIeNoYKam CrMCKU:

show ip[v6] filter [{INPUT|FORWARD|OUTPUT}] [access-lists]

3.1.10 [llepemapkupoBka nakeTa
3.1.10.1 lNopgkntoveHne cnucka list-name K uenoyke nameHeHnsa naketa. Ecnun ykasaH
napameTp position, To cnucok OyaeT gobaBneH ¢ no3vuum position-number, npasuna
CMUCKOB, KOTOPbIE HAaXOAATCH Ha 3TOM MO3ULMKM B LenoYke 1 Huke ByayT cMeLleHbl BHUS:
ip mangle-list {PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING} [position
‘position-number'] access-list 'list-name’
{set-tos 'new-tos-value' |
set-flow-id 'new-flow-id-value' |
set-dscp 'new-dscp-value' |
vlan 'eth-number’ 'vlan-id' set-vlan-qos 'new-qos-value'
permit | deny}
OnucaHue napamMeTpoB NepeMapKUpPOBKMU:
set-tos ‘new-tos-value’ - yctaHOBUTbL HOBOE 3HadYeHne TOS B 3aronoBke NakeTa;
set-flow-id ‘new-flow-id-value’ - ycHaHOBUTb BHYTPUCUCTEMHYIO METKY ANS NakeTa;
set-dscp ‘new-dscp-value’ - yctaHoBUTb HOBoe 3HadeHue nona DSCP B 3aronoske
nakeTta;
set-vlan-qos ‘new-gqos-value’-yctaHoBUTb HOBOE 3Ha4veHue nonst QoS B 3aronoske VLAN
ethernet-kagpa, ncxogsiero n3 ykasaHHoro vlan nHrepdenca;
3.1.10.1.1 permit- nponyckaTb NakeTbl, NONagarLwme nog npasuna access list’a;
deny- otbpacbiBaTb NakeTbl, NonagatLwme nog npasuna access list’a.
3.1.10.2 Yganutb cnucok list-namens Leno4Ykm naMeHeHns nakera:
no ip mangle-list {PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING}
access-list 'list-name’
3.1.10.3 TloakntoyeHne cnucka list-name kK uenoyvke nameHeHust naketa. Ecnun ykasaH
napameTp position,To cnucok 6yaet gobasneH ¢ no3uumm position-number, npasuna cnMckos,

KOTOpbl€ HAaxXogATCA Ha 3TOW MO3NLIMKN B LIEMOYKE U HUXE 6yD,yT CMeLleHbl BHUS:
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ipv6 mangle-list {PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING}
[position 'position-number'] access-list 'list-name’
{set-traffic-class 'new-traffic-class-value' |
set-dscp 'new-dscp-value'}
permit | deny}
OnucaHue napameTpoOB NepemMapKUPOBKMU:
set-traffic-class  ‘new-traffic-class-value’—=yctaHoButbHOBOe3HayeHne Traffic  Class
B3arosfiloBKkenakeTa;
set-dscp ‘new-dscp-value’ - yctaHOBUTb HOBoe 3HayeHue nona DSCP B 3aronoBske
nakeTa;
permit- nponyckaTtb NakeTbl, NonagatoLwime nog npasuna access list’a;
deny- otbpacbiBaTb NakeTbl, NONagatLwme nog npasuna access lista.
3.1.10.4 Ypanutb cnucok list-name 13 Leno4vkn n3aMeHeHus nakeTa:
no ipv6 mangle-list {PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING}
access-list 'list-name’
3.1.10.5 BbiBOog KOHGMrypauum BCEX LENOYeK WM3MEHEHW NaKeTOB WM yKa3aHHOW
uenoykn. Ecnm ykaszaH napameTp access-lists, To 6yayT BbiBe4eHbl MOAMOYEHHbIE K
LienoyKkam CrmcKu:
show ip[v6] mangle-list [{INPUT|FORWARD|OUTPUT}] [access-lists]

3.1.11 3epkanupoBaHune Tpaduka

3.1.11.1 3epkanupoBaHue ip-nakeToB, COBNagarwLmMxX C NMCTOM 'name’, Ha yKa3aHHbIN
XOCT:

ip clone {PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING} [position 'N’]
access-list 'name' gateway 'ip_address'

no ip clone {PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING} access-list
‘name’

3.1.11.2 3epkanupoBaHue ipv6-nakeTos, COBNagaroLmx ¢ MMCTOM 'name’ Ha yKa3aHHbIN
XOCT:

ipv6 clone {PREROUTINGI|INPUT|FORWARD|OUTPUT|POSTROUTING} [position 'N']
access-list 'name’ gateway 'ipv6_address'

no ipv6 clone {PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING} access-list

'name’
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3.1.12 NAT
3.1.12.1 SOURCE NAT
MNopgkntoveHme cnucka list-name k yenoyke NAT:
ip nat access-list 'list-name’ source [position 'position-number’] [persistent]
ip {'new_source_address' | start 'first_address' end 'last_address'}
[port {'new_source_port' | start 'first_port' end 'last_port'}]
3.1.12.2 MASQUERADE
MNopgkntoveHmnecnuckalist-namekueno4ykeNAT:
ip nat access-list 'list-name' source masquerade
3.1.12.3 DESTINATION NAT
MNopgkntoveHme cnucka list-name k yenoyke NAT:
ip nat access-list 'list-name’ destination [position 'position-number’] [persistent] [output-
chain]
ip {'new_destination_address' | start 'first_address end 'last_address'}
[port {'new_destination_port' | start ‘first_port' end 'last_port'}]
3.1.12.4 show
BbiBO4 KOHGMrypaumm BCexX LlenoYeKk M3MEHEHN NakeToB Unn yKasaHHOM LienoYdkn. Ecnn
ykasaH napameTtp access-lists, To 6yayT BoiBeAEHbI NOAMOYEHHbIE K LIENOYKam CrINCKK:
show ip[v6] mangle-list [{INPUT|FORWARD|OUTPUT}] [access-lists]
3.1.13 MapuwpyTtrsaumsa no nonnuTukam
3.1.13.1 lNoaknto4veHne cnucka 'list-name’s NONUTUKN MapLUpyTU3aLnNn:
ip[v6] policy rule [priority ‘priority-value'] access-list 'list-name’
{PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING}
lookup 'tablue-number
AprymeHTbl:
priority ‘priority-value’ — npuoputeT npaBuna B Lenovke NoNnUTUK MapLupyTusauuu,;
lookup ‘table-number’ — Homep Tabnuubl, N0 KOTOpoWn ByaeT NPOXOANTb MapLLPYTU3aLms
nonasLmMx nog punbTpbl cnucka Jist-name’ nakeTbl.
3.1.13.2 YpganeHue cnucka 'list-name’'na NoNuTuK MapLupyTusaumm:
no ip[v6] policy rule access-list list-name’
{PREROUTING|INPUT|FORWARD|OUTPUT|POSTROUTING}
3.1.13.3 Ecnu npasuno 6bino gobaBreHo ¢ ykazaHmeM priority, To ero MOXHO yaanuTb

crieayoLwyMm o6pasom:
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no ip[v6] policy rule by-priority 'prioriy-value'
3.1.13.4 BbIBOO, KOH(purypauum nonutuk maplipytusauuu. Ecnv ykasaH napametp
access-lists, To 6yayT BbiBeAEHbI MOASTOYEHHbIE K CMIMCKY:

show ip[v6] policy rule [access-lists]

3.1.14 ARP

3.1.14.1 [do6aBneHne cTtaTtnyeckomn 3annucu B arp-tabnuuy:
arp 'ipv4Address' 'macAddress’ ['ethernetinterfaceName’]
3.1.14.2 YpaneHuve 3anucu:

no arp 'ipv4Address' 'macAddress' ['ethernetinterfaceName’]
3.1.14.3 BbiBog arp Tabnuubl Ha 3KpaH:

show arp

3.1.15 NDP
BeiBog ndp Tabnuubl Ha 3KkpaH:

show ipv6 neighbors

3.1.16 [uHamunyeckas mapLipyTmsaums

Mepesarpy3ka AEMOHOB OMHAMUYECKON MapLupyTM3aumm (komaHga AOCTynHa BO BCEX
nogLennax HaCTPOMKN AUHAMMUYECKMX NPOTOKOSIOB MapLUpyTM3aLmm):

restart-dynamic-routing

3.1.16.1 BGP

3.1.16.1.1 3aBepgeHue npouecca ona aBTOHOMHoW cucteMbl 'ASNumber'. Bxog B
pexum KoHdurypaumm BGP:

router bgp 'ASNumber’

3.1.16.1.2 YpaneHne npouecca pgns  aBTOHOMHOM cuctembl «ASNumbery
(NnpegycmaTtpumBaeT 1 yganeHue Bcen koHdurypaumm ans gaHHom aBTOHOMHOW CUCTEMBbI):

no router bgp '"ASNumber

3.1.16.1.3 PaspelweHne Ha paboTy MaplpyTusatopa B HECKONbKMX aBTOHOMHbIX
cuctemax BGP. VcnonbsyeTtca npu koHdurypaumm Route Server.

bgp multiple-instance

no bgp multiple-instance

3.1.16.1.4 CosgaHve Buga (view) BGP B ykaszaHHOW aBTOHOMHOW CUCTEME.

MapLpyTnsaTop Oyaetr obmeHuBaTbCs MaplupyTamu, HO He OydeT caM Mcrnonb3oBaTb
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(BcTaBnaTb B TabnMuy MapLupyTu3aumm) nosiydeHHble n3 view mapupyTbl. [Mpy noBTOpHOM
BBOZE MPOMCXOAUT NPOCTO BXOA B MNOALLEN KOHUIypauumn JaHHOro view.

router bgp 'AS-number’ view 'view-name'

no router bgp 'N' [view 'name’]

AprymeHTbl

‘AS-number’ - HOMep aBTOHOMHOW CUCTEMBbI;

‘view-name’ - nma Bmpa.

3.1.16.1.5 T[lpuceoeHune nageHTnduKaTopa poyrepa:

bgprouter-id ‘ownlpv4Address'

3.1.16.1.6 YpaneHue ngeHTudmkatopa poyrepa:

no bgp router-id 'ownlpv4Address'

3.1.16.1.7 AHOHCMpOBaHWe ceTu:

network 'ipv4NetworkAddress'/'mask’ [backdoor]

3.1.16.1.8 OTMeHa aHOHCUPOBAHUNACETH:

no network 'ipv4NetworkAddress'/'mask’ [backdoor]

3.1.16.1.9 CosgaHue KoHduUrypauum cocega:

neighbor 'ipAddress' remote-as 'remote ASNumber'

3.1.16.1.10 YpaneHue KOHdUrypaumm cocega u OTKIOYEHNE OT HEro:

no neighbor 'ipAddress' remote-as 'remote ASNumber'

3.1.16.1.11 OTkntoyeHne oT cocea 6e3 yaaneHnsa KoHurypaumm:

neighbor 'ipAddress' shutdown

3.1.16.1.12 OTmeHa OTKIIYEeHUa OT coceaa:

no neighbor 'ipAddress' shutdown

3.1.16.1.13 T[lpuHumatb AS-path, cogepxawunm Homep COBCTBEHHOW aBTOHOMHOW
CUCTEMbI [yKazaHHOe KONn4ecTBo paa]:

[no] neighbor 'neighbor_id" allowas-in ['N']

3.1.16.1.14 AyTteHTudumKaumsicocena:

neighbor 'ipAddress' password '‘password’

3.1.16.1.15 Co6pocnaponsanscocena:.

no neighbor 'ipAddress' password

3.1.16.1.16 PaspeweHne BGP coeanHenus c mapwpytnsaTtopamn, KOTOpbIE He
NOAKNIOYEHbI HANPAMYIHO:

neighbor 'ipAddress' ebgp-multihop
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3.1.16.1.17 3anpet BGP coegnHeHusi ¢ MapLupyTnsaTtopamMmm, KOTopble He NOLKITHOYEHbI
HanpsmMyto:

no neighbor 'ipAddress' ebgp-multihop

3.1.16.1.18 Onucanwne cocena (oo 80 cMmBOOB):

neighbor 'ipAddress’ description 'text’

3.1.16.1.19 YpaneHuneonucaHuacocena.

no neighbor 'ipAddress' description

3.1.16.1.20 Y«kasbiBaTb cebs B kKadeCTBe CreayloLlero xona aHOHCUMpPYeEMbIX coceny
MapLUPYTOB:

neighbor 'ipAddress' next-hop-self

3.1.16.1.21 He ykasbiBaTb cebs1 B KayecTBe CreayrLlero xona aHoOHCUpyeMbIX coceay
MapLUPYTOB:

no neighbor 'ipAddress' next-hop-self

3.1.16.1.22 3apaTtb agpec nctoyHuka ans BGP ceccum ¢ cocegom (agpec wnu agpec
UHTepdenca):

neighbor 'ipAddress' update-source {'interfaceName’'|'ipAddress'}

3.1.16.1.23 He 3apgaBaTb agpec nctodHunka gna BGP ceccun ¢ cocegom (agpec unum
agpec nHtepdetica):

no neighbor 'ipAddress’ update-source

3.1.16.1.24 AHoOHcMpoBaTb MaplpyT no ymonyaHuto (0.0.0.0/0) n3 csoen Tabnuubl
MapLipyTU3auuu:

neighbor 'ipAddress' default-originate

3.1.16.1.25 He aHoHcupoBaTb MapLpyT no ymondanuto (0.0.0.0/0) na ceoen tabnuubl
MapLipyTU3auuu:

no neighbor 'ipAddress' default-originate

3.1.16.1.26 Bec no ymonyaHuo gna mapLipyToB OT cocefa:

neighbor 'ipAddress' weight 'weight'

3.1.16.1.27 OTMeHa Beca Nno ymMon4yaHuio 415 MapLipyToB OT cocepa:

no neighbor 'ipAddress' weight

3.1.16.1.28 OTnpaenaTtb aTpubyT «communities» coceay:

neighbor 'ipAddress’ send-community

3.1.16.1.29 He oTnpaBnsaTb aTpnbYT «communities» coceny:

no neighbor 'ipAddress' send-community

3.1.16.1.30 MakcumarnbHO BO3MOXHOE KONMYeCcTBO MapLUPYyTOB OT coceaa:
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neighbor 'ipAddress’ maximum-prefix 'N'

3.1.16.1.31 YcTtaHoBKa MacMmasnbHO BO3MOXHOIO KOfM4ecTsa MapLUpyTOB OT coceaa:

Onuuu:

‘TV’ - noporoBoe 3HadeHWe B TMpOLEHTax, NpW KOTOPOM cocedy nepenaetcs

npeaynpexaeHue;

restart ‘M’ — nepesanyck ceccun 4epes ‘M’ B criydyae npesBbllUEHNA MaKCMMalibHOro

KonuyecTtsa MapLUpyTOB;

warning-only — nepegaya npeaynpexneHus cocefy B criydyae  MNpeBblLEHUS

MaKCMManbHOro Konnm4ecTsa MapLUpyTOB;

neighbor 'ipAddress' maximum-prefix 'N' ['TV'] [restart 'M’|warning-only]

3.1.16.1.32 OTMeHa MakcuMmarnbHO BO3MOXHOIO KONMMYeCcTBa MapLIpyTOB OT coceaa, B
TOM 4mcne C oNuUUAMM:

noneighbor 'ipAddress' maximum-prefix

3.1.16.1.33 [logkntoyeHne MapLIPYTHOM KapTbl K YyKasaHHOMY cocefly Ha
Bxogswwme/ncxoasiwme MmapLipyTbl. [1ns oTKNIoYeHUs KapTbl K kKoMaHae aobasnaetca npedumke
no:

[no] neighbor 'ipAddress' route-map ‘'name’ {in|out}

3.1.16.1.34 W3meHeHue pguctaHumm BGP ansa BHewHux (D1), BHyTpeHHux (D2) u
nokanbHbIx (D3) mapLupyToB:

distance bgp 'D1' 'D2' 'D3'

3.1.16.1.35 YcraHoBka guctaHumm BGP ana BHewHux (D1), BHyTpeHHUXx (D2) un
nokanbHbIX (D3) MapLipyTOB B 3HA4YE€HME NO YMOMNYaHMIO:

no distance bgp

3.1.16.1.36 W3meHeHue pguctaHumm BGP ana  MapwpytoB, MOMYyYeHHbIX OT
MapLLpyTM3aTOpPOB 13 3a4aHHOro AuanasoHa aapecos:

distance 'D' ipAddress’/'mask’

3.1.16.1.37 OTMeHa n3ameHeHuss guctaHumm BGP gns maplupyToB, MOMYyYEHHbIX OT
MapLLpYyTM3aTOPOB 13 3a4aHHOro AuanasoHa agpecos:

no distance 'D' 'ipAddress'/'mask’

3.1.16.1.38 HacTpouka arperaumm MapLUpyTOB:

aggregate-address 'ipAddress'/'mask’

3.1.16.1.39 OtobpaxaTtbBnyTnTyAC, nskotopomndbinacaenaHaarperauma (onuus «as-
set»), UCKIMYNTbarpernpoBaHHbIeMapLIpPyTbIN3aHOHCOB (onuusi«summary-only):

aggregate-address 'ipAddress'/'mask’ [as-set] [summary-only]
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3.1.16.1.40 OTMeHa arperaum MapLIpyTOB, B TOM YuCIie€ C ONUUAMN:

no aggregate-address 'ipAddress'/'mask’

3.1.16.1.41 PeguctpubyumnamapLupyToB:

redistribute {connected|kernel|static} [metric ‘M

3.1.16.1.42 OTtmeHapegucTpmbyLmnmnmapLIpyTOB:

no redistribute {connected|kernel|static}

3.1.16.1.43 BebiBOg 00Wen nHpopmaumm o BGP:

show bgp

3.1.16.1.44 BebiBOg BCceyn koHGurypauum BGP:

show bgp configuration

3.1.16.1.45 BbiBOg MHGOPMaLMM O MapLupyTe K ceTu M3 Tabnuubl MapLipyTMsauuu
BGP:

show bgp 'IP_address'

3.1.16.1.46 BbiBOg MHGOpPMaLMM O MapLUupyTe K ceTu M3 Tabnuubl MapLipyTMsauumn
BGP:

show bgp 'IP_address'/'mask’

3.1.16.1.47 BebiBOA MHOPMaLMM O MapLUupyTax K ceTn n Bcem 6onee cneumdpuyHbIM
ceTtam 13 Tabnuubl mappyTtusaumm BGP:

show bgp 'IP_address'/'mask’ longer-prefixes

3.1.16.1.48 BbiBogscexaTpnbyToBBGP:

show bgp attribute-info

3.1.16.1.49 BbIBOA TONBLKO MApLLPYTOB K CETAM C 6GECKNacCoBbIMU MacKaMMu:

show bgp cidr-only

3.1.16.1.50 BbiBO4 MapLlpyTOB, COBMaAaLLMX C «community»:

show bgp community

3.1.16.1.51 BebiBOoABCENMHpOpMaummo «BGPcommunity»:

show bgp community-info

3.1.16.1.52 BbiBOA 3anpeLLeHHbIX NyTen:

show bgp dampened-paths

3.1.16.1.53 BbIBOA MHGOPMALUKM O BCEX MUTAKOLLNX MapLUpyTax:

show bgp flap-statistics

3.1.16.1.54 BbiBOA MHGOpMaLUKM O MUralOLWMX MapLIpyTax K yKasaHHOW CETH:

show bgp flap-statistics 'lP_address'/'mask’
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3.1.16.1.55 BebIBOA MHGOpPMALMM O MUTAKOLWLMX MapLUpyTax K yKasaHHOM CeTU U BCEM
bonee cneunUyHbIM CeTAM:

show bgp flap-statistics 'IP_address'/'mask’ longer-prefixes

3.1.16.1.56 BebiBOog IPV4-cneundnyHon nHgpopmaumm:

show bgp ipv4 unicast

3.1.16.1.57 BbiBOA MH(pOpMaUMM 0 MapLupyTe K ceTu [u Bcem bonee cneumguyHbiM
ceTam]:

show bgp ipv4 unicast 'IP_address'/'mask’ [longer-prefixes]

3.1.16.1.58 BebiBOA UHOPMauumn o coceackux coeamHeHnsax no TCP n BGP:

show bgp ipv4 unicast neighbors

3.1.16.1.59 BbiBOA UHOpMauumn o nytsax BGP:

show bgp ipv4 unicast paths

3.1.16.1.60 BebIBOA KpaTKON MHPOPMaLMK O cTaTyce coceaen:

show bgp ipv4 unicast summary

3.1.16.1.61 BbiBOA MHGOPMaUuKM o coceackux coegmHeHnsax no TCP n BGP:

show bgp neighbors

3.1.16.1.62 BebiBOA UHGOpMauumn o nytsax BGP:

show bgp paths

3.1.16.1.63 BbiBOA MHGOpPMaUuKM O cTaTyce ckaHupoBaHus BGP:

show bgp scan

3.1.16.1.64 BebIBOA KpaTKON MHpOPMaLMK O cTaTyce coceaen:

show bgp summary

3.1.16.1.65 BbIBOA crincka Bcex CKOHOUINYPUPOBaHHbIX View:

show bgp views

3.1.16.1.66 BbiBOA MHOPMaUUK o community Ans 4aHHOIO View:

show bgp view 'view-name' ipv4 unicast community

3.1.16.1.67 BbiBOg MHGOpPMaLMM O MapLupyTax, aHOHCUPOBAHHLIX / NOMYyYEHHbIX OT
AaHHOro cocefa:

show bgp view 'view-name' ipv4 unicast neighbors 'neighbor-address' {advertised-
routes|received-routes}

3.1.16.1.68 BbiBOA CTAaTUCTUKM NO AAHHOMY View:

show bgp view 'view-name' ipv4 unicast statistics

3.1.16.1.69 BebiBOA MHGOPMauum no knveHtam Route Server:

show bgp view 'view-name' ipv4 unicast rsclient
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3.1.16.1.70 BbIBOA MH(OPMALUKN O AAHHOWN CETU:

sho bgp view 'view-name' 'network/mask’

3.1.16.1.71 BbiBOA nHdopmauum no coceasm BGP:

show bgp view 'view-name' neighbors

3.1.16.1.72 BebiBOA MHGOpMauum rno knveHtam Route server:

show bgp view 'view-name' rsclient

3.1.16.1.73 BbIiBOA KpaTKOM 06LWEN MHdOopMaL MM MO AaHHOMY View:

show bgp view 'view-name' summary

3.1.16.1.74 OTnago4Hbii BbIBOL4 COObLITUM 4YeTblpex0anTHbIX aBTOHOMHBLIX CUCTEM
[cermeHTal:

debug bgp as4 [segment]

3.1.16.1.75 OTnago4HbI BbIBOA COObLITUI «bgp»:

debug bgp events

3.1.16.1.76 OTnago4HbIv BbiBO4 hmnbTpauum «bgp»:

debug bgp filters

3.1.16.1.77 OTnago4HbI BbIBOA KOHEYHOro aBToMarta «bgp»:

debug bgp fsm

3.1.16.1.78 OTtnago4Hbiv BbiBOA keepalive-coobLieHuni:

debug bgp keepalives

3.1.16.1.79 OTnago4HbIv BbIBOA BXOAALLMX/MCXOAALLNX OBHOBNEHUN «bgp»:

debug bgp updates {in | out}

3.1.16.1.80 OTnagoyHbi BbiIBOA COOOLLIEHUN «zebray:

debug bgp zebra

3.1.16.1.81 BebIxoa n3 pexuma KoHpurypaumm BGP:

exit

3.1.16.2 BGP ROUTE MAP

3.1.16.2.1 Co3gaHue MapLpyTHOW KapTbl W/WUNN BXO4 B PEXUM KOHUrypaumm ans
HOMepa nocneagoBaTenbHOCTU «sequence Ny:

route-map 'name’ {permit | deny} 'sequence_N'

3.1.16.2.2 [lepexon K Opyron MapLIPyTHOW KapTe «name» nocre WCMNONHeHUs
«match» n «set»:

call 'name’

3.1.16.2.3 [NpopomkuTb Ha ApyromM onepartope AaHHOW MapLUPYyTHOM KapTbl:

continue 'N'
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3.1.16.2.4  OnucaHune gaHHOro npasuna:

description 'string’

3.1.16.2.5 CoBnageHune co CNUCKOM OCTyna «as-pat»:

match as-path 'ACL_name'

3.1.16.2.6  [To4Hoe] CoBnageHne ¢ «community-listy»:

match community 'name’ [exact-match]

3.1.16.2.7 CoBnageHune agpeca mapLupyTa c IP—-npedekc-nmctom:

match ip address prefix-list 'name’

3.1.16.2.8 CoBnageHue agpeca cnegyrollero xona ¢ IP—npegekc-nucTom:

match ip next-hop prefix-list ‘name’

3.1.16.2.9 CoBnageHne agpeca WCTOYHMKA, aHHOHCUPYIOLLEro MapLlipyT, C
IP—npedeKc-nmcTom:

match ip route-source prefix-list 'name’

3.1.16.2.10 CoBnageHune ¢ METPUKON:

match metric 'N'

3.1.16.2.11 CoBnageHne ecnm UCTOYHUK - MPOTOKON MEXOOMEHHOW MapLupyTusaumnm
(EGP):

match origin egp

3.1.16.2.12 CoBnageHune ecrivm ICTOYHUK - MPOTOKOM BHYTPMAOMEHHOW MapLLpyTu3aumm
(IGP):

match origin igp

3.1.16.2.13 CoBnageHue, eCnun UCTOYHMK HE ONpeaerneH:

match origin incomplete

3.1.16.2.14 CoBnageHve Npu 3Ha4YeHUn NpeaesibHoro KonuyecTaa nyteun, paBHOM «N»:

match pathlimit as 'N'

3.1.16.2.15 ConageHune no agpecynupa:

match peer 'IP_address'

3.1.16.2.16 CoBnageHune Npu CTaTM4eCcknUX UM peancTpubyumpoBaHHbIX MapLupyTax:

match peer local

3.1.16.2.17 Tlepexon npu coBnageHuu Ha npaBnuno «Nx:

on-match goto 'N'

3.1.16.2.18 [lepexon npu coBnageHnn Ha crnegyoliee npasuno:

on-match next

3.1.16.2.19 YcraHoBKa aBTOHOMHOW CUCTEMbI U agpeca arperaTtopa:
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set aggregator as 'ASN' 'IP_address'

3.1.16.2.20 Wcknto4YeHne HoMepoB aBTOHOMHbIX CUCTEM U3 «as-path»:

set as-path exclude 'N1' 'N2' ... 'NN'

3.1.16.2.21 [ob6aBneHne HOMepPOB aBTOHOMHbIX CUCTEM B «as-path»:

set as-path prepend 'N1' 'N2' ... 'NN'

3.1.16.2.22 YcTtaHoBUTbL aTpUbyT «atomic-aggregate»:

set atomic-aggregate

3.1.16.2.23 Ypganutb community, coBnagatoLine ¢ community-rnMcTom:

set comm-list ‘name’ delete

3.1.16.2.24 YcTaHoBKa aTpubyta «community»:

set community 'AL:N1''A2:N2" ... 'AN:MN'

3.1.16.2.25 He ycrtaHasnueaTb aTpubyT «community»:

set community none

3.1.16.2.26 YcTaHOoBKa agpeca crneayroLiero xona:

set ip next-hop 'IP_address'

3.1.16.2.27 YcTaHOBKa cOBCTBEHHOro agpeca Kak agpeca crneyroLlero xona:
set ip next-hop peer-address

3.1.16.2.28 YcrtaHoBka aTtpubyTta «local-preference»:

set local-preference 'N'

3.1.16.2.29 YcTaHOBKaMETPUKM:

set metric 'N'

3.1.16.2.30 YcTaHOBKa MEXOOMEHHOro NPOTOKOMNa MapLIpyTU3aLUmMn Kak MCTOYHUKA:
set origin egp

3.1.16.2.31 YcTraHOBKa BHYTPMAOMEHHOIO NPOTOKOA MapLUpyTU3aLnmn Kak UICTOYHUKA:
set origin igp

3.1.16.2.32 YcTaHoBKa HeonpeneneHHOro NCTOYHKUKa:

set origin incomplete

3.1.16.2.33 YcraHoBka |IP agpeca kak ngeHtngukatopa MCTovHuKa:

set originator-id 'IP_address'

3.1.16.2.34 YctaHoBKa3Ha4deHunsa «TTLy» BkadecTBeaTpubyTta «AS-Pathlimity:
set pathlimit ttl ‘N’

3.1.16.2.35 YcrtaHoBKkaBeca:

set weight 'N'

3.1.16.2.36 BbiBOg nHOpMaLnKM 0 BCEX MapLUPYTHbLIX KapTax:
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show route-map

3.1.16.2.37 BbiBOA MHGOpMaLUKM O MapLLPYTHOM KapTe «namey:

show route-map 'name’

3.1.16.3 BGP COMMUNITY LIST

3.1.16.3.1 3apaHue ctaHgapTHoro community-nucta B goopmate AA:NN:

ip community-list standard 'name’ {permit|deny} 'community_number’

3.1.16.3.2 3apgaHune pacLIMpeHHOro yrnopsiAO4EeHHOro community-nMcTa ¢ NOMOLLbLO
PEerynsapHoOro BblpaXXeHus:

ip community-list expanded 'name’ {permit|deny} 'regexp’

3.1.16.3.3 BbiBOg MHGOpPMaUuUKM 0 BCEX community-nucrax:

show ip community-list

3.1.16.3.4 BbIBO4 MHGOpPMaUUKM O community-nucrte «namey:

show ip community-list ‘name’

3.1.16.4 BGP PREFIX LIST

3.1.16.4.1 KoHcpurypaums npeduKkc-nMcta C 3agaHneMm agpeca M Macku. Takke
OonuuoHanbHO MoXeT ObiTb 3ag4aH HOMep MocnefoBaTENbHOCTU MPU YCNOBUWN BKITHOYEHHOM
onumu «ipprefix-listsequence-numbery»:

ip prefix-list 'name’ [seq 'N'] {deny|permit} 'address/mask’

3.1.16.4.2 KoHdurypaumsa npedmkc-nncTa, coBnagaroLlero ¢ nobbim agpecom. Takke
onuMoHanbLHO MOXeT 6biTb 3a4aH HOMep NocrefoBaTenbHOCTM NPU YCNOBUM BKITHOYEHHON
onumm «ipprefix-listsequence-number»:

ip prefix-list 'name’ [seq 'N'] {deny|permit} any

3.1.16.4.3 Bknwo4deHne BO3MOXHOCTW 3aJaHUA HOMEPOB MocnenoBaTeribHOCTU AN
npeduKc-nMCToB:

ip prefix-list sequence-number

3.1.16.4.4 BbiBOa KOHGMUrypaummn scex npedunKc-rnncTos:

show ip prefix-list

3.1.16.4.5 BbiBoa getanbHOM KOHpUrypaumm scex npeukc-nmcToB:

show ip prefix-list detail

3.1.16.4.6  CokpalleHHbIN BbIBOL KOHpUIypaunm Bcex npeduKc-nmcToB:

show ip prefix-list summary

3.1.16.4.7 BbiBOg [meTanbHOW | cokpalwleHHown] koHdwurypauum npedukc-nucrta ¢

MMeHeM ‘name’;
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show ip prefix-list [summary|detail] 'name’

3.1.16.5 BGP AS-PATH ACCESS LIST

3.1.16.5.1 KoHdurypaumsa cnucka pgoctyna ansa «AS-path», cpabaTbiBarowiero no
COBMAgEHUIO C PerynsipHbIM BblpaXKeHNEM:

ip as-path access-list ‘name' {permit|deny} 'regexp'

3.1.16.5.2 BbIBOA KOHMUrypaumm Bcex CNUCKOB AocTyna ansa «AS-pathy:

show ip as-path-access-list

3.1.16.5.3 BbIBOA KOHMrypaumm cnmucka goctyna gnga «AS-path» ¢ umeHem «namey:

show ip as-path-access-list 'name’

3.1.16.6 OSPF

3.1.16.6.1 Bxopg B pexum koHpurypauum OSPF:

router ospf

3.1.16.6.2 AyteHTudumkauma gns obnacrtu:

area 'ipv4-address' authentication [message-digest]

no area 'ipv4-address' authentication

3.1.16.6.3  CtoumocTbnoymonyaxHuoansobnacTu:

[no] area 'ipv4-address' default-cost 'cost-value'

3.1.16.6.4  KoHdurypaumsa obnactu tuna Not-So-StubbyArea:

area 'ipv4-address' nssa [translate-always | translate-candidate | translate-never] [no-

summary]

noarea 'ipv4-address' nssa

3.1.16.6.5 KoHdurypaumnsa gmanasoHa agpecoB, npuHagnexawmx obnacrtu:

area 'ipv4-address' range 'ipv4-address'/'mask’

area 'ipv4-address' range 'ipv4-address'/'mask’ advertise [cost ‘cost-value']

area 'ipv4-address' range 'ipv4-address'/'mask’ cost 'cost-value'

area 'ipv4-address' range 'ipv4-address'/'mask’ not-advertise

area 'ipv4-address' range 'ipv4-address'/'mask’ substitute 'ipv4-address'/'mask’

no area 'ipv4-address' range 'ipv4-address'/'mask’

3.1.16.6.6  [MogkntoyeHue BbICTPOro gocTyna ansa obnacTu:

area 'ipv4-address' shortcut {default | disable | enable}

no area 'ipv4-address' shortcut {disable| enable}

3.1.16.6.7 [MpucBoeHne obnactn Tuna «stuby:

[no] area 'ipv4-address' stub [no-summary]

3.1.16.6.8 KoHdurypaums ayteHTUdUKaummn ana BMpTyansHOro kKaHana:
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area 'ipv4-address' virtual-link ‘ipv4-address' authentication

area 'ipv4-address' virtual-link 'ipv4-address' authentication authentication-key 'key-value'

no area 'ipv4-address' virtual-link 'ipv4-address' authentication authentication-key

area 'ipv4-address' virtual-link ‘ipv4-address' authentication message-digest-key ‘'md5-

value' 'key-value'

no area 'ipv4-address' virtual-link 'ipv4-address' authentication message-digest-key

3.1.16.6.9 KoHdurypauusa Hello-nHtepBana gng BupTyanbHOro KaHana:

area 'ipv4-address' virtual-link ‘ipv4-address' hello-interval ‘interval-value'

no area 'ipv4-address' virtual-link ‘ipv4-address' hello-interval

3.1.16.6.10 KoHcpurypaumss wmnHTepsana MOBTOPHOM Nepedavn [ONA BUPTyanbHOro
KaHana:

area 'ipv4-address' virtual-link 'ipv4-address' retransmit-interval ‘interval-value'

no area 'ipv4-address' virtual-link ‘ipv4-address' retransmit-interval

3.1.16.6.11 KoHcurypaums nutepsana nepegayu Asns BUpTyanbHOro kKaHana:

area 'ipv4-address' virtual-link 'ipv4-address' transmit-interval 'interval-value'

no area 'ipv4-address' virtual-link 'ipv4-address' transmit-interval

3.1.16.6.12 KoHdurypaumsa nHtepsana «dead-interval» ons BupTyanbHOro kaHana:

area 'ipv4-address' virtual-link 'ipv4-address' dead-interval 'interval-value'

no area 'ipv4-address' virtual-link 'ipv4-address' dead-interval

3.1.16.6.13 [lpncBOUTL CTOMMOCTb UHTEPdECa CornacHoO nonoce nNpPonyckaHus:

auto-cost reference-bandwidth ‘bandwidth-value'

no auto-cost reference-bandwidth

3.1.16.6.14 KoHurypaumsHenpo3payHOCTH:

capability opaque

no capability opaque

3.1.16.6.15 KoHdurypaumsicnuckacoBmectumoctnOSPF:

compatible rfc1583

no compatible rfc1583

3.1.16.6.16 KoHdurypaums pacnpoctpaHeHUs MHPopMaLmMn No YMONYaHUIO:

default-information originate

no default-information originate

3.1.16.6.17 KoHdurypaums agMMHUCTPATUBHON ONCTAHLUUMN:

distance 'distance-value'

no distance 'distance-value'
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distance ospf { external 'value' |

inter-area 'value |

intra-area 'value }
no distance ospf
3.1.16.6.18 JlorMpoBaHue N3MEHEHUN B COCTOSIHUM CMEXHOCTU:
log-adjacency-changes [detalil]
no log-adjacency-changes
3.1.16.6.19 KoHdurypaumss mMakcumanbHON MeTpuku (MeTpukn C BeckoHeYHoW

anctaHumen):
max-metric router-Isa { administrative |
on-shutdown 'time-value' |
on-startup 'time-value' }

no max-metric router-Isa { administrative | on-shutdown | on-startup }
3.1.16.6.20 KoHdurypaumsnapametpos MPLS-TE:
mpls-te [on | router-address 'ipv4-address']
no mpls-te
3.1.16.6.21 KoHdurypauus cocegHero mapLipytmsaropa:
neighbor 'ipv4-address' [ poll-interval 'interval-value' | priority 'priority-value' ]
no neighbor 'ipv4-address'
3.1.16.6.22 BkniounTb MapLIpyTU3aLNIO B CETU:
network 'ipv4-address'/'mask’ area {'integer-value' | 'ipv4-address'}
no network 'ipv4-address'/'mask’ area {'integer-value' | 'ipv4-address'}
3.1.16.6.23 KoHdurypauus Tuna rpaHmyHoro mappyTtusatopa (ABR):
ospf abr-type {cisco | ibm | shortcut | standard}
no ospf abr-type {cisco | ibm | shortcut | standard}
3.1.16.6.24 BknioyeHue HenpoHnuaeMbix aHOHCOB (LSA):
ospf opaque-Isa
no ospf opaque-lsa
3.1.16.6.25 KoHurypauusa comectumocTtu ¢ rfc1583:
ospf rfc 1583 compatibility
no ospf rfc 1583 compatibility
3.1.16.6.26 KoHdpurypauus ngeHtngukatopa mapLipytmsartopa:
ospf router-id 'ipv4-address'

no ospf router-id
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3.1.16.6.27 BbIkntounTtb 0OHOBNEHNA MapLUpyTU3aLUKN Ha NHTpedence:

passive-interface {default | 'interface-type’ 'interface-number" 'ipv4-address'}

no passive-interface 'interface-type' interface-number’

3.1.16.6.28 Peanctpubyums nHdopmaumm oT 4pYroro NpoToKona MapLipyTnsaunm:

redistribute {bgp | connected | isis | kernel | rip | static} [metric ‘'metric-value']

no redistribute {bgp | connected | isis | kernel | rip | static}

3.1.16.6.29 YcTaHOBUTb TanmMmep 06HOBNEHUS:

refresh timer ‘timer-value'

no refresh timer

3.1.16.6.30 KoHurypaums ngeHtndpukatopa mappytmnsatopa ansa npouecca OSPF:

router-id 'ipv4-address’

no router-id

3.1.16.6.31 YcTaHOBUTbTaNMepbIMapLUPyTM3aLnN:

timers {spf 'delay-value' 'hold-value' | throttle 'delay-value' 'init-hold-value' 'max-hold-
value'}

no timers {spf | throttle}

3.1.16.6.32 BebiBOAgKOHMUrypaumm OSPF:

show ospf configuration

3.1.16.6.33 BbiBOA MHGOpMaLUKM O rpaHMYHbIX MaplpyTnsatopax OSPF:

show ospf border-routers

3.1.16.6.34 BbiBoab6a3sbigaHHbIX OSPF:

show ospf database

3.1.16.6.35 BbiBOg wuHGpopMauunm O  [cOBCTBEHHbIX|M34aBaeMbIX  yKa3aHHbIM
MapLIpyTU3aToOpoM] CyMMapHbIX MapLUpyTax rpaHMYHOro MapLupyTmsartopa:

show ospf database asbr-summary [self-originate|adv-router 'router_id"].

3.1.16.6.36 BbiBOg wuHGopMauunm 0O  [cOBCTBEHHbIX|M34aBaeMbIX  yKa3aHHbIM
MapLipyTnsaTopom] BHeLHNX LSA:

show ospf database external [self-originate|adv-router 'router_id']

3.1.16.6.37 BbiBog wuHpopmauum O  [cOBCTBEHHbIX|U3gaBaeMblX  YKa3aHHbIM

MapLupyTusaTopom] LSA ceten:
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show ospf database network [self-originate|adv-router ‘router_id']
3.1.16.6.38 BbiBOg WuWHGopmMauunm 0  [coBCTBEHHLIX|M3aaBaeMbIX
MapLipyTnsaTtopom] LSA mapLipyTnsaTtopos:

show ospf database router [self-originate|adv-router ‘router_id']

YKa3aHHbIM

3.1.16.6.39 BbiBog KpaTkon MHopMaumm O [COBCTBEHHbIX|U3gaBaeMbIX yKasaHHbIM

MapLpyTtunsatopom] LSA ceten:

show ospf database summary [self-originate|adv-router 'router_id']

3.1.16.6.40 BbiBog WHpopmauum o0  [cOBCTBEHHbIX|M3OaBaeMbIX
mMapwpyTtusaTopom] LSA BHewHux obnacten tuna NSSA:

show ospf database nssa-external [self-originate|adv-router ‘router_id']

3.1.16.6.41 BbiBOg WHGopMauunm 0  [coBCTBEHHLIX|M3aaBaeMbIX
MapLlpyTU3aTopom] fiokanbHbIX Npo3padHbix LSA:

show ospf database opaque-link [self-originate|adv-router ‘router_id']

3.1.16.6.42 BbiBOg WHGpopmMauunm 0  [coBCTBEHHLIX|M3aaBaeMbIX
MapLupyTusaTopoM] npo3padHbix LSA obnactu:

show ospf database opaque-area [self-originate|adv-router 'router_id']

3.1.16.6.43 BbiBOg WHGpoOpMauunm 0  [coBCTBEHHbIX|M3aaBaeMbIX
MapLipyTnsaTopom] npo3payHbix LSA aBTOHOMHOW CUCTEMDbI:

show ospf database opaque-as [self-originate|adv-router 'router_id']

3.1.16.6.44 BebiBOA UHGOpMauum o LSA 13 cnncka MaxAge:

show ospf database max-age

3.1.16.6.45 BbiBOA MHGOPMaLUUKM 0 cOBCTBEHHBLIX LSA:

show ospf database self-originate

yKa3aHHbIM

YKa3aHHbIM

YKa3aHHbIM

yKa3aHHbIM

3.1.16.6.46 BbiBog nHdopmauum npotokona OSPF 060 Bcex nHTepgemncax:

show ospf interface

3.1.16.6.47 BbiBOg MHdopMauumn npotokona OSPF 06 ykazaHHOM nHTepdence:

show ospf interface 'if_name'

3.1.16.6.48 BbiBoanHdopmaumnmococeasaxOSPF:

show ospf neighbor

3.1.16.6.49 BbiBoag nHdopmauum o cocege OSPF ¢ ykaszaHHbIM «ID»:
show ospf neighbor 2.2.2.2

3.1.16.6.50 BbiBog [geTanbHou] uHpopmaumm o cocegsax OSPF Ha ykasaHHOM

UHTEepence:

show ospf neighbor ethO [detail]
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3.1.16.6.51 BbiBOog MHGopmauum 060 Bcex coceaax OSPF:

show ospf neighbor all

3.1.16.6.52 BebiBOA AeTanbHOM nHopMauumn o coceasix OSPF:

show ospf neighbor detail

3.1.16.6.53 BbiBOg peTtanbHonm uHdopmaumm obo Bcex coceaax OSPF, Bknwo4vas
coceaen B COCTOSAHUM «down»:

show ospf neighbor detail all

3.1.16.6.54 BbeiBOgMapLipyToB OSPF:

show ospf route

3.1.16.7 OSPFv3

3.1.16.7.1 Bxopg B pexum koHpurypaumm OSPFv3:

routerospf6

3.1.16.7.2 T[lapameTpbl obnactn OSPF:

area 'ipv4-address' range 'ipv6-address/ipv6-prefix' [advertise | not-advertise]

no area 'ipv4-address' range 'ipv6-address/ipv6-prefix’

3.1.16.7.3  KoHdurypauus mapLupytnsaumm Ha nitepdgence IPv6:

[no] interface 'interface-type' 'interface-number' area 'ipv4-address'

3.1.16.7.4 Peguctpubyumnsa nHdopmMmauum oT Apyroro NpoToKona MapLpyTmusauun:

[no] redistribute 'route-type’

3.1.16.7.5 KoHdurypauusa ngeHtnukatopa mapLupytmnsatopa gnga npouecca OSPF:

router-id 'ipv4-address’

3.1.16.7.6  BbiBOA 00wen nHpopmaummn o npoTokone OSPFv3:

show ospf6

3.1.16.7.7 BbiBOg Tekywen koHpurypaumum OSPFv3:

show ospf6 configuration

3.1.16.7.8 BbiBOg UHGOpMauum o gepese SPF anga ykasaHHon obnactu:

show ospf6 area 'area_ID' spf tree

3.1.16.7.9 BbiBOA MHGOpMaLMK O rPaHUYHbIX MapLUpyTM3aTopax:

show ospf6 border-routers
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3.1.16.7.10 BbiBog MHdOpMaLMM 06 YKa3aHHOM rPaHUYHOM MapLUpyTU3aTope:

show ospf6 border-routers 'router_id'

3.1.16.7.11 BbiBOA feTanbHOM MHGOPMALIMK O FPAHUYHbIX MapLUpyTM3aTopax:

show ospf6 border-routers detail

3.1.16.7.12 BbiBogbasbigaHHbix OSPFV3:

show ospf6 database

3.1.16.7.13 BbiBoa getanbHom 6a3bl gaHHbIXx OSPFV3:

show ospf6 database detail

3.1.16.7.14 BbiBOoa gamna 6a3sbl aaHHbIX OSPFV3:

show ospf6 database dump

3.1.16.7.15 BbiBOA MHGOPMaUuKM 0 BHYTPEHHNX LSA 13 6a3bl gaHHbIXx OSPFV3:

show ospf6 database internal

3.1.16.7.16 BebiBOg [meTanbHOW] uHGoOpMauum O BHewHux LSA wmn3 6asbl gaHHbIX
OSPFv3:

show ospf6 database as-external [detail]

3.1.16.7.17 BbiBog [meTanbHon] uHdopMauum o rpynnoBbix LSA n3 6a3sbl AaHHbIX
OSPFv3:

show ospf6 database group-membership [detail]

3.1.16.7.18 BebiBOA [aeTanbHoM] MHOpPMaUUK 0 MexXobnacTHbIX aHOHCax NpeduKcoB
13 6a3bl gaHHbIx OSPFV3:

show ospf6 database inter-prefix [detail]

3.1.16.7.19 BbiBOg [geTanbHOW] WHGOpMauMnm O  MeXobBnacTHbIX  aHOHCcax
toMapLupyTu3aTopoB 13 6a3bl AaHHbIX OSPFV3:

show ospf6 database inter-router [detail]

3.1.16.7.20 BbiBOg [meTanbHOW] uWHOpPMauMM O BHYTPMOOGNACTHbIX aHOHCaxX
npedukcoB 13 6a3bl AaHHbIX OSPFV3:

show ospf6 database intra-prefix [detail]

3.1.16.7.21 BbiBog [meTanbHon] nHdopmMmauum o6 aHoHcax cBa3en M3 6asbl OaHHbIX
OSPFv3:

show ospf6 database link [detail]
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3.1.16.7.22 BebiBOA [geTanbHoW] nHdopmaumm 06 aHOHcax ceTenm u3 6asbl JaHHbIX
OSPFv3:

show ospf6 database network [detail]

3.1.16.7.23 BbiBopg [aeTanbHoN] MHpopmauumm o6 aHOHCax MapLIpyTU3aTopoB M3 6asbl
paHHbiX OSPFvV3:

show ospf6 database router [detail]

3.1.16.7.24 BbiBog [geTanbHon] uHdopmauun o6 aHoHcax Tvna 7 u3 6asbl AaHHbIX
OSPFv3:

show ospf6 database type-7 [detail]

3.1.16.7.25 BbiBOog [peTanbHoM] MHpopmaumm 060 BCeX aHOHCaX, MNOSTyYEHHbIX OT
yKasaHHOro MapLupytusaTopa, 13 6asbl gaHHbIX OSPFV3:

show ospf6 database * * ‘advertising_router_id' [detail]

3.1.16.7.26 BbiBOA [geTanbHOM] MHOpMauum 06 aHOHCaXx, NOMyYEHHbIX OT yKa3daHHOro
MapLupyTusaTopa, 13 6a3bl gaHHbIX OSPFV3:

show ospf6 database adv-router 'advertising_router_id' [detail]

3.1.16.7.27 BebiBOg [meTanbHoOW] uHGopMauum 06 aHOHCax O COCTOSIHAM CBSA3U C
yKa3aHHbIM naeHTugumnkaTtopom m3 6asbl gaHHbIX OSPFV3:

show ospf6 database linkstate-id 4.4.4.4 [detail]

3.1.16.7.28 BebiBOO [geTanbHOM] uHGOpMauMM O COOCTBEHHbIX aHOHcax u3 6asbl
AaHHbIX OSPFV3:

show ospf6 database self-originated [detail]

3.1.16.7.29 BbiBog nHdopmauum npotokona OSPFv3 06 ykazaHHOM uHTepdence:

show ospf6 interface ethO

3.1.16.7.30 BbiBOO [geTanbHOM] WHGOPMaUMM O COCTOSHUAX CBSI3eW NpPOTOKoNa
OSPFv3:

show ospf6 linkstate [detail]

3.1.16.7.31 BebiBOg [aeTanbHon] nHopmauumn o coceasix OSPFv3:

show ospf6 neighbor [detail]

3.1.16.7.32 BbiBog MHbOPMALMM O peaucTpmbyunmn MapLupyToB:

show ospf6 redistribute

3.1.16.7.33 BebIBOA [geTanbHoW|cokpaLleHHon] nHdopmauum o mapuwpyTtax OSPFv3:

show ospf6 route [detail|summary]
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3.1.16.7.34 BebiBog nepeBa OSPFv3 gns ykasaHHon o6nactn ¢ KOPHEM B YKa3aHHOM
MapLupyTusaTope:

show ospf6 simulate spf-tree 'root_router_id' area 'area_id'

3.1.16.7.35 BniBogaepesa OSPFv3:

show ospf6 spf tree

3.1.16.8 RIP

3.1.16.8.1 Bxopg B pexum koHdpurypauum RIP:

router rip

3.1.16.8.2 YnpaBrneHue pacrnpocTpaHeHMeM MapLupyTa rno yMosnyaHuio:

[no] default-information originate

3.1.16.8.3 YnpaBneHue MeTpUMKOM N0 YMOMYaHWU ANs peancTpubyumpoBaHHbIX
MapLUpPyTOB:

default-metric 'N'

no default-metric

3.1.16.8.4 OO6GbsaABneHue/oTKNOYEHNE cocea (HYXXHO, eCriv OH He noadepxuBaeT
multicast):

neighbor 'ipv4-address'

no neighbor ‘ipv4-address’

3.1.16.8.5 T[loagkntoyeHune/oTknoveHme {agpecos | uHTepgenca} k npoueccy RIP:

network {'ipv4-address'/'mask’ | 'interface-type' ‘interface-number’}

no network {ipv4-address'/'mask’ | 'interface-type’ 'interface-number’}

3.1.16.8.6  3anpeTmapLIpyTHbIXOBHOBNEHMIYEPE3NHTEP(ENC:

[no] passive-interface 'interface-type' 'interface-number’

3.1.16.8.7 Peguctpubyumns mapwpyTHOM uHGOpMauMM OT Apyroro npoTokona
MapLipyTu3auuu:

redistribute 'route-type' [metric 'N'] [route-map 'route-map-name’]

no redistribute 'route-type'

3.1.16.8.8 HacTtpouka agMUHUCTPATUBHOW OANCTAHLUMMK

distance 'value'
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3.1.16.8.9 ¥YnpaBneHue Tanmepamu:.

— U - 3HauyeHne Tanmepa OOHOBMEHWA Tabnuubl MapLipyTu3auuMmM B CeKyHaax.
«30» — No ymonyaHuio;

— T - 3HayeHve TaWMm-ayTa MapLUpyTHOW WHGOpMauum B cekyHpax, «180» — no
YMOJTYaHMWIO;

— C - 3HaueHue Tanimepa cbopa mycopa B cekyHaax. «120» — noymonyaHuio.

timers basic 'U' 'T' 'C'

no timers basic

3.1.16.8.10 BbiBOA 06LEN MHDpOpMaumn o npoTokone RIP:

show rip

3.1.16.8.11 BbiBOAKOHMUIYpaunnRIP:

show rip configuration

3.1.16.8.12 BuiBoacTatycanpoTtokona RIP:

show rip status

3.1.16.9 RIPng

3.1.16.9.1 Bxop B pexum koHurypauum RIPng:

router ripng

3.1.16.9.2 KoHdurypaumsa arrpermpoBaHHOro MapLUpyTHOro aHOHca:

[no] aggregate-address 'ipv6-address'/'ipv6-prefix’

3.1.16.9.3 YnpaBneHue pacrnpocTpaHeHMeM MapLupyTa no yMonyaHuio:

[no] default-information originate

3.1.16.9.4 YnpaBneHne METPUKOMN MO YMOMYaHUIO ANA peaucTpubyumpoBaHHbIX
MapLUPYTOB:

default-metric 'N'

no default-metric ['N]

3.1.16.9.5 dunbTpaumsiaHocupyembixceTenHamHTepderce:

[no] distribute-list prefix 'distribute-list-name’ {in|out} 'interface-name’

3.1.16.9.6  lNopgkntoyeHne/oTknoveHne {agpecos | HTepdenca} k npoueccy RIPng:

[no] network ‘interface-type’ 'interface-number’

[no] network 'ipv6-address'/'ipv6-prefix’
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3.1.16.9.7 3anpeTmapLlpyTHbIXOOHOBNEHMIYEPE3NHTEP(ENC:

[no] passive-interface 'interface-type' 'interface-slot'

3.1.16.9.8 Peanctpubyumsi MapLIpyTHOW WHGOpMaLUKM OT ApPYyroro npoTokona
MapLpyTu3auuu:

redistribute 'route-type' [metric 'N'] [route-map ‘route-map-name’]

no redistribute 'route-type’

3.1.16.9.9 YnpaBneHueTanMmepamu:

— U - 3HauyeHue Tanmepa oO6GHOBNeHWs Tabnuubl MapLpyTusaumMm B CeKyHAax.
«30» — No ymMonyaHuio;

— T - 3HayeHMe Tanm-ayTa  MapLpyTHOM  WHGoOpMaumm B  CeKyHAax.
«180» — No ymon4yaHuio;

— C - 3HaueHue Tanmepa cbopa mycopa B cekyHaax. «120» — noymonyaHuio.

timers basic 'U' 'T' 'C'

no timers basic

3.1.16.9.10 BebiBOA 06WEN MHpOpMaumn 0 npoTokose RIPNng:

showripng

3.1.16.9.11 BbiBOogkoHUrypaummRIPng:

show ripng configuration

3.1.16.9.12 BeiBogcTtaTtycanpoTokonaRIPng:

show ripng status

3.1.17 Cratn4yeckasa mapLupytTmsaums.

3.1.17.1 CospgaHue [yaaneHue] ctatudeckoro mappyTta IPv4

3.1.17.1.1 MapuwpyTtyepesgateway:

[no] ip route 'ip-address'/'mask’ 'gateway-ip-address' [table 'table-number’]
3.1.17.1.2 MapwpyTtyepesnHTepdeinc:

[no] ip route 'ip-address'/'mask’ 'interfaceName' [table 'table-number’]

3.1.17.1.3 bBanaHcupoBKa Harpy3kun Mexay HECKOMbKUMU LLMN03aMu:

ip route 'ip-address'/'mask’ balance 'gateway-ip-1' 'gateway-ip-2' ['gateway-ip-3] ...
no ip route 'ip-address'/'mask’ balance
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3.1.17.1.4 YpanuTb BCce MapuwpyTbl. Ecnn ykasaHa Tabnuua, To ygansawTcs Bce
MapLIpyTbl U3 yKazaHHOW Tabnuvubl:

no ip route all [table 'table-number’]

3.1.17.1.5 Ypganutb Bce MapwpyTbl AobaBneHHble nonb3oBaTenem. Ecnu ykasaHa
Tabnuua, To ygansaiTcs Bce Nosib3oBaTenbCkue MapLipyThl U3 ykazaHHOM Tabnuubl:

no ip route all manual [table 'table-number’]

3.1.17.1.6 Yganutb BCe MapLpyTbl C OGanaHcMpoBKoW Harpysku. Ecnu ykasaHa
Tabnuua, To yaansawTcs Bce MapLupyTbl ¢ 6anaHCMpOBKOM Harpy3ku n3 ykasaHHou Tabnuup:

no ip route all balance [table 'table-number’]

3.1.17.1.7 BblBOg MaplpyTOB M3 OCHOBHOM WNWU  yKasaHHOM  Tabnuubl
MapLpyTUu3auuu:

show ip route [table 'table-number’]

3.1.17.1.8 BblBOO MapLUPYTOB 13 BCEX AOCTYMNHbIX Tabnuu;:

show ip route tables

3.1.17.1.9 BbiBOA MapLLpyTOB, 4OOaBMNEHHbIX NOSIb30BaTENEM:

show ip route manual

3.1.17.2 CospgaHue [yaaneHue] ctatudeckoro mapLipyTa IPv6:

3.1.17.2.1 MapwpyTtyepes gateway:

[no] ipv6 route ‘ipv6-address'/'mask’ 'gateway-ipv6-address'

3.1.17.2.2 MapuwpyTtyepesnHTepdenc:

[no] ipv6 route 'ipv6-address'/'mask’ 'interfaceName’

3.1.17.2.3 YpanuTb Bce MapuwpyTbl. Ecnn ykaszana Tabnuua, To ygansawTcs Bce
MapLIpyTbl U3 yKazaHHOW Tabnuubl:

no ipv6 route all [table 'table-number’]

3.1.17.2.4 YpanuTb Bce mapuwpyTbl gobaBneHHble nonb3oBatenem. Ecnu ykasaHa
Tabnuua, To yaansiTcs Bce Nosib3oBaTenbCkue MapLupyTbl U3 yKkazaHHOW Tabnuubl:

no ipv6 route all manual [table 'table-number’]

3.1.17.25 BbiBog MaplpyToB U3 OCHOBHOW WNW  yKasaHHoOW  Tabnwuupl
MapLpyTu3auuu:

show ipv6 route [table 'table-number’]
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3.1.17.2.6 BbiBOO MapLUPYTOB N3 BCEX AOCTYMNHbIX Tabnuu;:
show ipv6 route tables
3.1.17.2.7 BbiBog MapLpyToB, JoOGaBNeHbIX NONb30BaTENEM:

show ipv6 route manual

3.1.18 IP SLA

3.1.18.1 track

CospgaHue Tpekepa NS OTCMNEXMBaHUS COCTOSTHUSA XOCTa Npu nomoLum ping’a. Yganutb
TPEKeP MOXHO TOSIbKO €CINN OH HE MOAKMOYEH HU K OAHOMY MapLUpyTY.

track 'track-name' host 'host-ip' period 'period-value'

no track 'track-name’

AprymeHTbI:

track-name’ - uMa Tpekepa,;

‘host-ip’ - IPv4 appec, Ha koTopon ©Oyayt nocbinatecsd ICMP Echo Request ans

OTCNEeXnBaHUs ero COCTOSIHUS;

‘period-value’ - nHTepBan ¢ kotopbiM 6yayT nocbinatecs ICMP Echo Request.

3.1.18.2 ip route

MoaknoueHne Tpekepa K MapwpyTty. Cpasy nocne Toro Kak MaplpyT C YKa3aHHbIM
Tpekepom 6yaer pobaBneH, Ha4yHETCS MpoLecc nepuoamnmveckoro ornpoca ip-agpeca,
yKa3aHHOro B HacTpoukax Tpekepa. Ecnu y3en 6yget He OOCTyneH, TO MapLpyT yaanseTcs
n3 cuctemHon tTabnuubl. Ecnun ysen cHoa ctan otBevatb Ha ICMP Echo Request, mapwpyT
pobaensieTca o6paTHO B CUCTEMHYHO Tabnumuy.

Ecnu o1 Tpekepa OTKMOYEH NOCNeaHNn MapLLpyT, TO NpoLecc ping’a npekpawaeTcs.

ip route 'destination-ip' 'gateway' [distance 'ad-value'] track ‘track-name’

no ip route 'destination-ip' 'gateway’

AprymeHTblI:

‘destination-ip’ - ceTb Ha3HaYeHus;

‘gateway’ — WnNio3;

‘ad-value’ - 3Ha4yeHMe agMVWHUCTPATMBHOW OAUCTaAHUMKW ONS 3TOro MapLipyTa, ecnu He

yKasaHoO To paBHO 1;
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track-name’ - uma Tpekepa.

3.1.18.3 show

BbiBOA BCEX TpekepoB UK ykazaHHOrO Tpekepa 1 ero coctosHus. B BbiBoAe HaxogaTcs
pesynbTaTbl NOCNeaHNX 5 NPOBEPOK COCTOSAHMSA Y3na.

show track ['track-name’]

BbiBOog MapLUpyTOB, X COCTOSIHUIA N MNOOKIOYEHHbIX K HUM TPEKEPOB.

show ip route track-table

3.1.19 [OucumnnuHbl obcnyxmBaHms

Bxoa B KOHCOMNb HACTPOWKN ANCUUNIANH OOCNYXMBaHUS (PEXMM HACTPOMKM OUCLIMNIUH
obcnyxusaHus)

gos {'interface-type' 'interface-number’ |

macvlan 'parent-eth-number" ‘interface-number |
vlan {'parent-interface-type’' 'parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}

vid 'vlan-id'}

Note: Hwxe npeacTaBneHbl KOMaHAbl, BbIMNOMHSAEMble AN BbINOSIHEHUS B peXume
HaCTPOVKN ONCUUNINH OBCNYXNBAHUS.

3.1.19.1 FIFO:

gos type fifo 'gos-id' parent {root|'parent-id} {byte-limit 'byte-value' | packet-limit 'packet-
value'}

AprymeHTbl:

byte-value - orpaHuyeHune pasmepa ovepeau B 6antax;

packet-value - orpaHnyeHne pasmepa ovyepean B NakeTax.

3.1.19.2 TBF:

gos type tbf 'qos-id' parent {root|'parent-id'} rate 'rate-value' maxburst 'maxburst-value'
[minburst 'minburst-value’] {latency-limit 'latency-ms-value' | buffer-limit 'limit-bytes-value'}

AprymeHTblI:

rate-value - OrpaHnyeHne CKOpoOCTU Nepeaayu;

maxburst-value - Paamep 6ydepa TokeHoB B 6anTax. Hanp. gns orpaHmyenus B 10Mbit/s
poctatovHo 6ydepa Ha 10Kbytes. maBHOe He caenaTb €ro CrMLWKOM Manoro pasmepa,
fonbLue MmoxHo. NpumepHasn opmyna pacyeTa: rate-value / 100;

minburst-value - MuHumaneHbIn pa3mep Bydepa B 6antax. o ymonyaHumio paseH MTU

YCTPOWUCTBA,;
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latency-ms-value - Bpems B Mc, KoTopoe nakeT byaeT xaaTb noka ans Hero oceoboadarcs
TOKEHbI;
limit-bytes-value - KonnuyectBo 6ant Oydepa, koTopble MOryT OblTb 3aHSATbl MOKa
0CBOOOAATCS TOKEHDI.
3.1.19.3 SFQ:
gos type sfq 'gos-id' parent {root|'parent-id'}
[queues 'queues-number’]
[queue-size 'number-of-packets’]
[rehash-time 'time-value']
[selection-size 'byte-value']
AprymeHTbl:
gueues-number - Paamep Tabnuubl xewwen - konnyecTtso ovepenen (default: 1024);
number-of-packets - MakcumanbHoe KonmyecTBo nakeToB B ovepeau (default: 127);
time-value - HTepBan cMeHbl anropuTMa xeLmnpoBaHus B cekyHaax (default: 0);
byte-value - MuHMManbHbIN pasmep AaHHbIX, BbIBUpaeMbIX N3 OQHOW ovyepeaun 3a OAWH
pa3s B 6anTax (default: mtu yctpowncrea).
3.1.19.4 RED:
gos type red 'qos-id’ parent {root|'parent-id'}
gueue-size 'queues-size-value'
min 'min-byte-value'
max 'max-byte-value'
avpkt 'avg-packet-size'
burst 'burst-value'
[ecn] [probability ‘chance-value']
AprymeHTbI:
gueue-size-value - >XecTku npegen peanbHOro (He cpegHero) pasmepa odvepeaun B
bantax. o gocTmkeHun 3TOro pasmepa Bce NUWHKME nakeTbl 6yayT oTbpoweHbl. [JomkeH
ObITb GonbLue, 4em max-bytes-value + burst-value. PekomeHayeTcsa ycTaHaBNMBaTb 3HaYEHNE
B HECKONbKO pa3 bonblue, Yem max;
min-bytes-value - CpegHuin pasmep odepenun, N0 LOCTUXKEHMM KOTOPOrOo BO3HUKAET
BEPOSAITHOCTb OTMETKMN NakeTa;
max-bytes-value - Mo JOCTUXEHUM ITOro CpefHero pasmepa odepeam, BEPOATHOCTb

NoMeTKM NakeTa MakcumarnbHas. 3HadeHne OOMKHO ObiTb Kak MWUHMUMYM BOBOE oonblue, yem
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min-bytes, 4To6bl NPeaoTBPaTUTb CUHXPOHHLIE MOBTOPHbIE NEPECHINKA, NPUYEM AOMKHO ObiTb
Bblle An1a 6Gonee HU3KNX 3Ha4YeHusX min-bytes;

burst-value - Mcnonb3yetca ons onpegeneHust Toro, Kak peanbHbI pasMmep odvepeamn
HauMHaeT BIUATb Ha cpedHWn pasMep ouvepeaun. bonee BbICOKME 3HaYeHUs OenatoT
n3ameHeHne 6onee BsAnNbIM, 4YTO paspeliaeT Gonee AnNUTENbHbIE B3PbIBHbIE YBENUYEHUS
Tpaduka npexge, YeM HayHeTCcs MNoMeTKa MNakeToB. OKCMEepUMEHTbl, MNPOBEAEHHble B
pearnbHbIX YCNOBUAX, BbIAAIOT Criedylowme pekoMmeHaaunn Onga pacyeTa 3Toro s3HadeHuns: (2 *
min-bytes + max-bytes ) / ( 3 * avpkt-bytes );

avg-packet-size - Wcnonb3yeTcs BMmecTe C burst gna onpegeneHuss BPEMEHHOM
KOHCTaHTbI 44 BblYMCEHNA CpeiHero pa3mepa ovyepean. PekomeHayemoe 3HavyeHune — 1000;

chance-value - MakcumanbHaas BeEPOATHOCTb MOMETKM, YKasaHHad KakK 4uCro C
nnasatowen Toukon, ot 0.0 go 1.0. Pekomengyemble 3HayveHus - 0.01 nnm 0.02 (1% vnun 2%,
COOTBETCTBEHHO);

ecn - fBHoe yBepomrnieHve o nepenonHeHun (Explicit Congestion Notification),
nossonser RED yBegomMuTb yganeHHble XOCTbl, YTO 4acToTa OTCbUIKM UMK COOOBLLEHMI
npesbllaeT JOCTYNHY NPONYCKHY cnocobHocTb. He nogaepxusatowme ECN xocTbl MoryT
OblTb yBedOMIEeHbl TONMbKO OTOBpocoM nakeTa. Ecnv 3TOT napameTp ykasaH, MNakeThl,
coobuiatouime o Tom, 4TO uxX oTnpasuTens npuaepxunsaetca ECN 6yayT TONbKO NOMeEYeEHb!,
HO He OTOpoLLEHbl, KpOME CrydaeB, Korga pasmep ovyepeam AoCTUraeT npegena queue-size.
PekomeHayeTca.

3.1.19.5 GRED

HacTtpowka gucumnnuHbl:

gos type gred 'qos-id' parent {root|'parent-id'} queues 'queues-number' [default-queue
‘default-queue-number’]

AprymeHTbI:

gueues-number - KonuyecTtso oyepenen (1-16);

default-queue-number - Oyepenb no ymonyanuio (default: 0).

[Mocne HacTpomky OMcuunIIvHbl HA UHTepdence co3garoTcs queues-number ovepenen,
Kaxxgass u3  koTopblx npefctasnsier cobom RED-ouvepeab. [MakeTbl no oyepeasm
pacnpegensitotca B 3aBUMCUMOCTU OT 3HaudeHust nonsa DSCP nakerta. [NakeT nonagaet B
oyepenb C HOMepPOM, paBHbIM 3Ha4eHuto nonst DSCP. Ecnn odepenent MeHbLUe, YeM 3HAYEHNE
nonsa DSCP nakeTa, TO 3TOT nakeT nonagaeT B odepenb ¢ Homepom default-queue-number.

Hactpounkaouepenen:

class type gred parent {root|'parent-id'} '‘queue-number
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gueue-size 'queues-size-value'
min 'min-byte-value’
max 'max-byte-value'
avpkt 'avg-packet-size'
burst 'burst-value'
[probability ‘chance-value']
AprymeHTbl:
gueue-number - HomepHacTpanBaemonovepeu;
gueue-size-value - YXecTkui npefen peanbHOro (He cpegHero) pasmepa ovepeaun B
bantax. o gocTMKeHUn 3TOro pasmepa BCe NUWHME nakeTbl 6yayT oTbpolleHbl. [JormkeH
ObITb 6onbLe, Yem max-bytes-value + burst-value. PekomeHngyeTtcsa yctaHaBnmBaTb 3HaYeHue
B HECKOSbKO pa3 bonbLue, 4em max;
min-bytes-value - CpegHun pasmep odepenu, No LOCTUXKEHMM KOTOPOro BO3HUKAET
BEPOSAITHOCTb OTMETKMN NakeTa;
max-bytes-value - Mo gocTnxeHun 3TOro cpegHero pasmepa ovepenun, BEPOSATHOCTb
NoMeTKMN NnakeTa MakcumanbHas. 3HayeHne OOMKHO ObiTb Kak MMHMMYM BABOE Gorblue, Yem
min-bytes, 4Tobbl NPeaoTBPaTUTL CUHXPOHHbIE MOBTOPHbLIE NEPECHINIKA, MPUYEM AOSHKHO ObITb
BbllLe AN 6onee HU3KMX 3HaYeHusx min-bytes;
burst-value - Vcnonb3yetca ana onpefeneHnst TOro, Kak peanbHbli pasmep ovepeaun
HauyMHaeT BNUATbL Ha cpegHun pasmep odvepean. bonee BbiCOkMe 3HadeHuUss agenatoT
n3ameHeHne 6Gonee BsANbIM, 4YTO paspeliaeT Gonee AnNUTENbHbIE B3PbIBHbIE YBENUYEHUS
Tpaduka npexge, YeM HayHeTCs MNoMeTKa MNakeToB. OKCMEpPUMEHTbl, MNPOBEAEHHbIE B
peanbHbIX YCNOBUSX, BblAAlOT Crieayolime pekoMeHaaunm Ans pacyeta aToro saHavyeHus: (2 *
min-bytes + max-bytes ) / ( 3 * avpkt-bytes );
avg-packet-size - Wcnonb3yeTcss BmecTe ¢ burst gna onpegeneHuss BpeMEHHOM
KOHCTaHTbI 414 BblYMCNEHNA CpeiHero pasmepa ovyepeaun. PekomeHgyemoe 3HadeHune — 1000;
chance-value - MakcumanbHas BEPOATHOCTb MOMETKM, YKa3aHHasi Kak 4MCno C
nnasatowen Toukon, ot 0.0 go 1.0. Pekomengyemble 3HayveHus - 0.01 nnm 0.02 (1% vnun 2%,
COOTBETCTBEHHO).
Mpumep HacTpounku:
# Cos0aHue OucuyurnuHbl obceryxueaHus: Uucrnonb3oeams 4 odyepedu, 45 - o4epeosb o
yMO4YaHuro

> qos type gred 1 parent root queues-number 4 default-queue 3



57
MLI>KIN.30030-01 34 01

# Hacmpolika odyepedel, ucrnosnb3yromcs 00UHaKosble HacmpouUKu 05151 ecex ovyepedel

> class type gred parent 1: 0 queue-size 1000000 min 150000 max 300000 avpkt 1000
burst 200

> class type gred parent 1: 1 queue-size 1000000 min 150000 max 300000 avpkt 1000
burst 200

> class type gred parent 1: 2 queue-size 1000000 min 150000 max 300000 avpkt 1000
burst 200

> class type gred parent 1: 3 queue-size 1000000 min 150000 max 300000 avpkt 1000
burst 200

# [llpussska ¢bunbmpos rnakemoe K Kraccam He [pou3sooumcs, m.K. fnakembl
Knaccugbuyupyromesi asmomamu4ecku rno DSCP

3.1.19.6 PQ:

HacTtpowka gucumnnuHbl:

gos type pq 'qos-id' parent {root | ‘parent-id’} queues 'queues-number’

AprymeHTbI:

gueues-number - KONMYeCTBO ovepeaen.

Mpun nogkntoyeHnn bunbTPOB K Knaccam HeobxoaMmMo NCNoNb3oBaTb HOMEPA KNaccoB B
nHTepsane [1, ‘Queues-number]].

Mpumep HacTpoOUKuM:

# Cos0aHue ducuyunnuHbl 0bcnyxueaHus: ucrosib3ogame 4 o4epedu

>gostypepq 1 parentrootqueues-number 4

# Hacmpolika oyepeOdeli He mpebyemcs, m.K. o4epedu co3daromcs asmomMamu4ecKu

# CosdaHue npasuna 0515 MapKupos8KU rnakemoe ¢ adpecom ucmoyHuka 1.1.1.1
> mangle-list PREROUTING sourceip 1.1.1.1/32 set-flow-id 2

# Cos0aHue npasuna 0518 MapKuposku nakemos ¢ TOS = 4
> mangle-list PREROUTING tos 4 set-flow-id 3

# lNodknroyeHue hunbmpos K Krnaccam
# Nakemel ¢ flow-id = 2 (y komopbix adpec ucmoyHuka 1.1.1.1) nomewams 6 1 o4epedb

>class 1 includeflow 2
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# lNakemel ¢ flow-id = 3 (y komopbix TOS = 4) nomewams 8 2 o4epedb

> class 2 include flow 3

3.1.19.7 CBQ:
HacTponkagucumnnumHobl:
gos type cbq 'gos-id' parent {root | 'parent-id’} avg-packet-size 'packet-size-value'
[selection-size 'byte-value']
AprymeHTbI:
packet-size-value - CpegHun pasmep nakeTos;
byte-value - MuHMManbHbIN pasmep AaHHbIX, BbIBUpaeMbIX N3 OQHON ovyepeaun 3a OAWH
pa3s B 6anTax (default: mtu yctpowncrea).
HacTpounkaknaccos:
class type chq 'class-id' parent 'parent-id'
rate 'rate-value'
selection-size 'byte-value'
avg-packet-size 'packet-size-value'
[priority 'priority-value']
AprymeHTbl:
class-id - YucnosonmaeHTnmkaTopknacca,
rate-value - OrpaHuyeHneckopocTunepegaymansknacca. YkasblBaeTcs BMecTe C
pasmepHocTblo, Hanp. 10Mbit nnn 100Kbit;
byte-value - MuHMManbHbIN pa3mep AaHHbIX, BbIBUpaeMbIX U3 OQHOW ovyepeaun 3a OAWH
pa3 B 6aunTax;
packet-size-value - CpegHun pasmep NakeToB.;
priority-value - [MpunoputeT aToro krnacca. Knaccbl ¢ 0Gonee HU3KUM MNpPUopUTETOM
obcnyXueatrTcs paHbLUe.
Mpumep HacTpomku:
# CosdaHue AducuyunnuHbl obcnyxueaHus: cpedHul pasmep nakemos - 1000 6aum,
MUHUMarbHbIU pasmep 8bibopku - 1514 6auim
> os type cbqg 1 parent root avg-packet-size 1000 selection-size 1514

# Hacmpolika oyepeOel (knaccoe obcryxugaHusl)
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> class type cbg 2 parent 1:1 rate 100Mbit selection-size 1514 avg-packet-size 1000

priority 1

> class type cbqg 3 parent 1:1 rate 10Mbit selection-size 1514 avg-packet-size 500 priority

# CosdaHue npasuna 05151 MapKUposKuU rnakemoe ¢ adpecom ucmoyHuka 1.1.1.1
> mangle-list PREROUTING sourceip 1.1.1.1/32 set-flow-id 2

# Cos0aHue npasuna 0518 MapKuposku nakemosg ¢ TOS = 4
> mangle-list PREROUTING tos 4 set-flow-id 3

# lNoOknoyeHue bubmpos K Kraccam
# MNakemoi ¢ flow-id = 2 (y komopbix adpec ucmoyHuka 1.1.1.1) nomewamse 6 2 o4epedpb

>class 2 includeflow 2

# MNakemei ¢ flow-id = 3 (y komopbix TOS = 4) nomewams 8 3 oyepedb

> class 3 include flow 3

3.1.19.8 HTB:
HacTporkagucumnnuHei:

gos type htb 'qos-id' parent {root | ‘parent-id'} rate 'rate-value' [default-class 'default-class-

AprymeHTbl:
rate-value - MakcumarneHasa rapaHTMpOBaHHAA CKOPOCTb;

default-class-id - Homep knacca no ymonyaHuio.

Hactpownkaknaccos:
class type htb 'class-id' parent 'parent-id’
rate 'rate-value'
selection-size 'byte-value'
[cell 'ceil-rate-value']
[priority 'priority-value']
AprymeHTblI:

class-id - YucnosonnageHTUdmKaTopkaccea,
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rate-value - MakcumarnbHas rapaHTUpOBaHHasA CKOPOCTb 1151 3TOro Knacca. YkasbiBaeTcs
BMecCTe C pa3mepHocTbto, Hanp. 10Mbit unn 100Kbit;

byte-value - MMHUManNbHbIV pa3Mmep OaHHbIX, BbIbUpaemMbIX N3 O4HON ovepeaun 3a OAuH
pa3s B GanTax;

ceil-rate-value - MakcumanbHas CKOPOCTb, C KOTOPOW KIlacc MOXET OTNpaBnsaTb NakeTbl.
Mo ymon4yaHuio Takon ke Kak B napamMeTpe rate-value;

priority-value - lNpuoputetr aToro knacca. Knaccbl ¢ 6onee HW3KMUM MNpPUOPUTETOM
o6cnyXmMBatoTCA paHbLUe.

Mpumep HacTPOUKM:

# CosdaHue ducuyunnuHbl obcryxueaHusi. ogpaHudeHue rno ckopocmu 1000M6um/c,
o4yepeldb o yMosiHaHuro - 3

> os type htb 1 parent root rate 1000Mbit default-class 3

# Hacmpoukaoyepedel (knaccosobcry)xueaHusl)

> class type htb 1 parent 1:1 rate 100Mbit selection-size 1514 priority 1
> class type htb 2 parent 1:1 rate 20Mbit selection-size 1514 priority 2
> class type htb 3 parent 1:1 rate 1Mbit selection-size 1514 priority 3

# CosdaHue npasuna 0515 MapKUpo8KU rnakemoes ¢ adpecom ucmoyHuka 1.1.1.1
> mangle-list PREROUTING sourceip 1.1.1.1/32 set-flow-id 2

# CosdaHue npasurna 0rs MapKuposku nakemos ¢ TOS = 4
> mangle-list PREROUTING tos 4 set-flow-id 3

# lNoOknoyeHue hunbmpos K Kraccam
# MNakemnl ¢ flow-id = 2 (y komopbix adpec ucmoyHuka 1.1.1.1) nomewams 8 1 oyepedpb

> class 1 include flow 2

# Nakemel ¢ flow-id = 3 (y komopbix TOS = 4) nomewams 8 2 o4epeOdb

> class 2 include flow 3

# Bce ocmarnbHblie nakemsi 6ydym HarpasrieHbl 8 04epedb 3



61
ML>XW.30030-01 34 01

3.1.19.9 TlNoakntoyeHne unbTPOB K Kraccam

3.1.19.9.1 Mapk1MpoBKa nakeToB, NOAXOOALLMX NOL ONpeeneHHbIe KPUTEPUMN:
mangle-list 'chain-name' 'filters' set-flow-id 'flow-id'

flow-id - ngeHTMdmMKaTOp NOTOKA NAKeToB

3.1.19.9.2 TlogknoyeHne NoToKa K Kraccy ANCUnninHbl 06CnyXuBaHus:

class 'class-id' include flow 'flow-id'

3.1.19.9.3  OTknioYeHne NoToKa OT Knacca AUCLUNNNHBI 06CNyXUBaHUS:

class 'class-id' exclude flow ‘flow-id'

3.1.19.10 no

3.1.19.10.1 YpaneHune AUCUMNNUHBbI OBCNYXMBaHUSA BMECTE C Krnaccamu, €Cnn OHU
ObININ HACTPOEHDI:

no qos

3.1.19.10.2 YpaneHue knacca gucunnnuHel obcnyxusanus (ons HTB n CBQ):

no class 'class-id'

3.1.19.11 show

3.1.19.11.1 BbIBO4 HACTPOEK N CTAaTUCTUKN OUCUUNITMHBI OBCIYXUBaHUS:

show qos

3.1.19.11.2 BbIBOA HAaCTPOEK 1 CTAaTUCTUKN KNacCcoB 0O6CNyXMBaHMS:

show classes

3.1.19.11.3 BbIBO4 HACTPOEK (pNbTPOB, MOAKIHOYEHHbIX K KIlaccaMm:

show filters

3.1.19.12 BoiBOg wWHpopmauum o QOS BHE KOHCOMM HACTPOEK OUCLUNIIMH
obcnyxusaHus

3.1.19.12.1 BbiBOg HAcTpoOeK M CTaTUCTUKN OAUCLMNIMHBLI 0O6CNY>XMBAHUS YKa3aHHOMO
WHTepenca:

show qos 'interface-type' 'interface-number’

3.1.19.12.2 BbIBOOg HACTPOEK W CTATUCTUKM KacCoB OOCNYyXUBAHUS yKa3aHHOro
WHTEepgenca:

show classes 'interface-type' 'interface-number’

3.1.19.12.3 BbiBOg HacTpoek (unbTPOB, MOAKIMIOYEHHbIX K Kraccam YyKa3aHHOro
UHTEepgenca:

show filters 'interface-type' 'interface-number
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YKasaHHble MexaHn3Mbl U anropuTMbl 06paboTkM ovepenert MoryT NCNOMb30BaTbCS Kak

BIIOXXEHHbIE Asi KOPHEBOW ANCLMMMMHBI 0BCNYXMBaHMS.

Mpumep HACTPONKM nepapxum AMCLUMNIMH obCcnyxmnBaHms Ha UHTepdence

AvicumnnuHel o6cnyxmBaHUa opraHM3oBaHbl B BUAE APEBOBUMAHON CTPYKTYpbl. Kaxaas
oTAenbHas OuCUMNIMHA Kpenutcs K BeTBM 3TOro AepeBa. B kavectBe BeTBM [Oepesa
BbicTynaet knacc O (HTB, PQ, ...). KopHeBas gucuunnunHa o6cnyxmBaHnsi KpenuTcs K KOPHIO
pepesa root. [Ona wuvaeHtudpmkaumm OO u knaccoe OO MCNONb3ywTCA 4YUCNOBbIE

naeHTUdMKaTopbI.

Mpumep HacTponku gucumnnuH obenyxmeaHns Ha nHTepdence gigabitethernet O:

gosgigabitethernet O

AucumnnuHa no ymonyaHuo ons aaHHoro uHtepdetica fifo
config-qos[gigabitethernet0]>show qos

gdisc pfifo_fast O: root refcnt 2 bands 3 priomap1222120011111111
Sent 1400 bytes 12 pkt (dropped 0, overlimits O requeues 0)

backlog Ob Oprequeues 0

YcraBnuBaem HTB B kayecTtBe KoOpHeBou pgucumnnuvHbel. [locne «htb» wnpget
naeHTUMKaToOp AaHHOW OUCUMUMIINHGI.
config-qos[gigabitethernet0]>gos type htb 1 parent root rate 100Mbit

config-qos[gigabitethernet0]>show qos

gdisc htb 1: root refcnt 2 r2q 10 default O direct_packets_stat 21 ver 3.17
Sent 2426 bytes 21 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Oprequeues 0

Mo-ymonuaHuio cosgaetca kKopHeBon knacc ana HTB, Kk koTopomy yxe Kpenatcs Bce
ocCTasbHble Knaccol

config-gos[gigabitethernetO]>show classes
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class htb 1:1 root rate 100000Kbit ceil 200000Kbit burst 1600b/1 mpu Ob
overhead Ob cburst 1600b/1 mpu Ob overhead Ob level 7

Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 2000 ctokens: 2000

HacTtpauBaem knaccbl ana aton gucumnnuHel. geHtudukatop knacca (vaet nocne
«htb») coctout n3 wupeHTudukatopa OO n uyucna, ykasaHHOro ANA [OaHHOro Knacca.
NoeHTngukatop poamTenbCKOro Krnacca MOXHO MOCMOTPeTb B BbiBOAE KOMaHAbl show
classes

config-qos[gigabitethernetO]>classtypehtb 1:10 parent 1:1 rate 50Mbitselection-size 1514
priority 1

config-qos[gigabitethernetO]>class type htb 1:11 parent 1.1 rate 30Mbit selection-size
1514 priority 2

config-qos[gigabitethernetO]>class type htb 1:12 parent 1.1 rate 20Mbit selection-size
1514 priority 3

config-gos[gigabitethernetO]>show classes

class htb 1:11 parent 1:1 prio 2 quantum 200000 rate 30000Kbit ceil 30000Kbit
burst 1507b/1 mpu Ob overhead Ob cburst 1593b/1 mpu Ob overhead Ob level O
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 6296 ctokens: 6656

class htb 1:1 root prio 0 quantum 200000 rate 100000Kbit ceil 200000KDbit burst
1600b/1 mpu Ob overhead Ob cburst 1600b/1 mpu Ob overhead 0Ob level O

Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 2000 ctokens: 2000

class htb 1:10 parent 1:1 prio 1 quantum 200000 rate 50000Kbit ceil 50000Kbit
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burst 1506b/1 mpu Ob overhead Ob cburst 1600b/1 mpu 0Ob overhead 0b level O
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 3781 ctokens: 4000

class htb 1:12 parent 1:1 prio 3 quantum 200000 rate 20000Kbit ceil 20000Kbit
burst 1510b/1 mpu Ob overhead Ob cburst 1600b/1 mpu 0Ob overhead Ob level 0
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 9453 ctokens: 10000

Mpukpennsem k Betke 1:10 gumcumnnuHy PQ C vMaeHTMUKaAToOpoM 2 U YeTbIpbMs
Knaccamu

config-qos[gigabitethernet0]>qgos type pq 2 parent 1:10 queues 4

B BbiBoge knaccos nocne leaf noet noeHtudukatop OO, koTOpass npuKpensneHa K
AaHHOMY Kriaccy.

config-qos[gigabitethernetO]>show classes

class htb 1:11 parent 1:1 prio 2 quantum 200000 rate 30000Kbit ceil 30000Kbit
burst 1507b/1 mpu 0Ob overhead Ob cburst 1593b/1 mpu Ob overhead Ob level 0
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 6296 ctokens: 6656

class htb 1:1 root prio 0 quantum 200000 rate 100000Kbit ceil 200000Kbit burst
1600b/1 mpu Ob overhead Ob cburst 1600b/1 mpu Ob overhead Ob level O

Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0)

rate Obit Opps backlog Ob Op requeues O

lended: O borrowed: 0 giants: O

tokens: 2000 ctokens: 2000
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class htb 1:10 parent 1:1 leaf 2: prio 1 quantum 200000 rate 50000Kbit ceil
50000Kbit burst 1506b/1 mpu Ob overhead Ob cburst 1600b/1 mpu Ob overhead Ob level

Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
rate Obit Opps backlog Ob Op requeues 0

lended: O borrowed: 0 giants: 0

tokens: 3781 ctokens: 4000

class htb 1:12 parent 1:1 prio 3 quantum 200000 rate 20000Kbit ceil 20000Kbit
burst 1510b/1 mpu Ob overhead Ob cburst 1600b/1 mpu 0Ob overhead Ob level 0
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 9453 ctokens: 10000

class prio 2:1 parent 2:
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

class prio 2:2 parent 2:
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

class prio 2:3 parent 2:
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

class prio 2:4 parent 2:
Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Oprequeues 0

B BbiBOAE AMCUMNNNH OBCMYXMBAHMSA BUAMM OBE AUCUMNNNHBI, X MAEHTUPUKATOPLI U

poaunTeribCkne BeTBun



66
ML>XW.30030-01 34 01

config-qos[gigabitethernet0]>show qos

gdisc htb 1: root refcnt 2 r2q 10 default O direct_packets_stat 378 ver 3.17
Sent 49956 bytes 378 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Op requeues 0

gdisc prio 2: parent 1:10 bands 4 priomap 1222120011111111
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Oprequeues 0

YcTtaHaBnuBaeM Onda kaxpgoro knacca B PQ aucumnnmHy SFQ ans paBHOMEpPHOro
pacnpeneneHms NponyckHOM CnocoBHOCTM BHYTPU Knacca

config-qos[gigabitethernet0]>qos type sfq 3 parent 2:1

config-qos[gigabitethernet0]>qos type sfq 4 parent 2:2

config-qos[gigabitethernet0]>qos type sfq 5 parent 2:3

config-qos[gigabitethernet0]>qos type sfq 6 parent 2:4

Ha BeTBb 1:11 ycraHaBnnBaem ovepeab RED.

config-qos[gigabitethernetO]>qos type red 7 parent 1:11 queue-size 100000 min 50000
max 80000 avpkt 1000 burst 100000 probability 0.02

config-qos[gigabitethernet0]>show qos

gdisc htb 1: root refcnt 2 r2q 10 default O direct_packets_stat 620 ver 3.17
Sent 79896 bytes 620 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Op requeues 0

gdisc prio 2: parent 1:10 bands 4 priomap1222120011111111
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

gdisc sfg 3: parent 2:1 limit 127p quantum 1514b flows 128/1024 divisor 1024
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0



67
ML>XW.30030-01 34 01

gdisc sfg 4: parent 2:2 limit 127p quantum 1514b flows 128/1024 divisor 1024
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues O

gdisc sfg 5: parent 2:3 limit 127p quantum 1514b flows 128/1024 divisor 1024
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues O

gdisc sfg 6: parent 2:4 limit 127p quantum 1514b flows 128/1024 divisor 1024
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

gdisc red 7: parent 1:11 limit 200000b min 16b max Ob ewma 27 Plog 21 Scell _log 31
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

backlog Ob Op requeues 0

marked O early O pdrop 0 other O

config-gos[gigabitethernetO]>show classes

class htb 1:11 parent 1:1 leaf 7: prio 2 quantum 200000 rate 30000Kbit ceil
30000Kbit burst 1507b/1 mpu 0b overhead Ob cburst 1593b/1 mpu Ob overhead Ob level

Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0)
rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 6296 ctokens: 6656

class htb 1:1 root prio 0 quantum 200000 rate 100000Kbit ceil 200000Kbit burst
1600b/1 mpu Ob overhead Ob cburst 1600b/1 mpu Ob overhead 0Ob level O

Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: O borrowed: 0 giants: O

tokens: 2000 ctokens: 2000
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class htb 1:10 parent 1:1 leaf 2: prio 1 quantum 200000 rate 50000Kbit cell
50000Kbit burst 1506b/1 mpu Ob overhead Ob cburst 1600b/1 mpu Ob overhead Ob level

Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 3781 ctokens: 4000

class htb 1:12 parent 1:1 prio 3 quantum 200000 rate 20000Kbit ceil 20000Kbit
burst 1510b/1 mpu 0Ob overhead Ob cburst 1600b/1 mpu Ob overhead Ob level O
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)

rate Obit Opps backlog Ob Op requeues 0

lended: 0 borrowed: 0 giants: 0

tokens: 9453 ctokens: 10000

class prio 2:1 parent 2: leaf 3:
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

class prio 2:2 parent 2: leaf 4:
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

class prio 2:3 parent 2: leaf 5:

Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

class prio 2:4 parent 2: leaf 6:

Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

class red 7:1 parent 7:

HacTtpaunBaem pacnpegeneHune Tpaduka no ovepeasam HTB B 3aBncmumocTtn ot TOS
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config-qos[gigabitethernetO]>exit

>ip access-list typel tos 1

>ip access-list type2 tos 2

>ip access-list type3 tos 3

>ip mangle-list PREROUTING access-list typel set-flow-id 10
>ip mangle-list PREROUTING access-list type2 set-flow-id 11
>ip mangle-list PREROUTING access-list type3 set-flow-id 12
>(os gigabitethernet O

config-qos[gigabitethernetO]>class 1:10 include flow 10
config-qos[gigabitethernetO]>class 1:11 include flow 11
config-qos[gigabitethernetO]>class 1:12 include flow 12

config-qos[gigabitethernetO]>show filters

filter parent 1: protocol ip pref 1 fw
filter parent 1: protocol ip pref 1 fw handle Oxa classid 1:10
filter parent 1: protocol ip pref 2 fw
filter parent 1: protocol ip pref 2 fw handle Oxb classid 1:11
filter parent 1: protocol ip pref 3 fw
filter parent 1: protocol ip pref 3 fw handle Oxc classid 1:12

config-qos[gigabitethernet0]>show ip mangle-list PREROUTING

Chain PREROUTING (policy ACCEPT 291 packets, 21804 bytes)

num pkts bytes target prot opt in out source destination

100 MARK all -- ** 0.0.0.0/0 0.0.0.0/0 tos match0x01/0xff MARK set Oxa
2 00 MARK all -- **0.0.0.0/0 0.0.0.0/0 tos matchOx02/0xff MARK set Oxb
3 00 MARK all -- **0.0.0.0/0 0.0.0.0/0 tos matchOx03/0xff MARK set Oxc

Ecnn Ha Bbixoge kakon-nmbo BeTBUM (knacca) He HacTpoeHa [JO, TO no-ymMonyaHuio

yctaHaBnmBaetca FIFO

3.1.20 YnpaBneHue nornb3oBaTensMun v rpynnamu
3.1.20.1 Co3gaHMe HOBOW [pynnbl C YKa3aHHbIM YPOBHEM MpUBUNErnn  Unu

I/13MeHeHI/IeI'IpIABI/IJ'IeFI/IIZ CyLLI,eCTByI-OLLI,eﬁ rpynnbi:
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group 'groupName’ privilege 'privilegeLevel'

3.1.20.2 YpaneHuwerpynnbl:

no group ‘groupName'’

3.1.20.3 BbIBECTM CNNCOK BCEX IPYNM U NPUBUNErMIN A5 KaX40W rpynnbl Unn TONbKO ANs
yKasaHHOW rpynnbl:

show groups ['groupname’]

3.1.20.4 CospgaHue nosib3oBaTens:

username add 'username' group ‘usergroup’

3.1.20.5 YpaneHuenonb3oBaTtens:

no username 'username’

3.1.20.6 N3meHeHMe naponsa Ans CyLeCcTBYLEro nonb3oBaTens:

username edit 'username' password

3.1.20.7 N3meHeHne rpynnbl A4 CyLWEeCTBYHOLLEro nonb3oBaTens:

username edit 'username' group ‘group’

3.1.20.8 BbIBeCT CNMCOK BCEX MONb3oBaTenen un rpynr, B KOTOPbIX OHU COCTOAT UMK
BbIBECTU TOMBKO N4 yKa3aHHOro MMeHU nosb3oBaTens:

show users ['username’]

3.1.21 KomaHabl NpocMoTpa U ynpaBreHus XXypHanaMmm pernctpaumm coobiTui

3.1.21.1 HacTtponkanapamMmeTpOoBXypHanoBperncTpaumm:

log 'log-type' files-quantity ‘files-number' threshold-size 'file-size' rotation-interval 'rotation-
seconds'

log 'log-type' files-quantity ‘files-number’

log 'log-type' threshold-size 'file-size'

log 'log-type’ rotation-interval 'rotation-seconds'

AprymeHTblI:

log-type - TumxypHana(daemon / syslog / command-history / netflow);

files-quantity - YcrtaHaBnuBaeT KONMYecTBO (pannoB, KOTopble OyayT XpaHuUTbCS B
NCTOPWM XXypHara B CXaToM Buae;

files-number - KonnyecTtBo apxusHbix ¢pannos (> 0);
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threshold-size - YcraHaBnMBaeT MakcumanbHbiM pasmep anna noros. [lpu
npeBbILLEHNM 3TOro pasmepa cann OygeTt cxart, a 3anucb XXypHana NPOLOIIKUTCA YXe B
nycTton dpans;

files-size - Paamep xXypHana B kunobanrax;

rotation-interval - YctaHaBnmBaeT NpoOMEXYyTOK BpeMEHN Mexay npoBepkamun pasmepa
XypHana;

rotation-seconds - Bpems (B cekyHAax) mexay npoBepkaMmun pasmepa xypHana.

3.1.21.2 Hactpovika napameTpoB yaaneHHOro normpoBaHus:

log {daemon | command-history} syslog {local | remote ‘remote-ip-address'}

AprymeHTbl:

local - BkntoyaeT ToNbKO nokanbHOEe BeAEHME XXYPHanOB;

remote ‘remote-ip-address’ - [lybnupyeT 3anucu XXypHana Ha yaaneHHbI cepBep.

Note: YTobbl 3anncy NossBMNMCL Ha yaarneHHoM cepBepe, He0H6X0aNMO BKIMOUYUTL OMLMIO
npocnywwusaHns UDP nopta. Ona cnyx6bl rsyslog - gobasutb B hann KOHurypaumm
letc/rsyslog.conf cTpoku:

$ModLoad imudp

$UDPServerRun 514

3.1.21.3 TNpocMoTp XypHarna perncrtpaumm nosb3oBaTeIbCKMX KOMaHA,

show log command-history ['num’ | search [date {'dd.mm.yyyy' | [from 'dd.mm.yyyy'] [to
'dd.mm.yyyy] }]

[time {HH:MM[:SS]' | [from 'HH:MM[:SS]] [to 'HH:MM[:SS]1 } ]
[address 'user-address’]
[user 'user-name']
[command 'user-command’]
[command-result {OK | ERROR}] |

AprymeHTbl:

date - dunbTpoBaThL 3anMcK XypHana no gare;

time - dunbTpoBaTb 3anNUCK XypHana no BpeMeHMU;

nuM - KOSIMYECTBO BbIBOAUMbIX CTPOK M3 KOHLIA XXypHana;

user-address - IP-agpec nonb3oBartens unu aHa4veHue ‘local’;

user-name - ima nonb3oBartens;

user-command - KomaHaa, BBeAeHHas nosib3oBaTernem.

3.1.21.4 BbIBO XypHana AeucTBun geMoHa:
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showlog daemon ['num’ | search [date {'dd.mm.yyyy' | [from 'dd.mm.yyyy'] [to
'dd.mm.yyyy } ]

[time {HH:MM[:SS]' | [from 'HH:MM[:SS]] [to 'HH:MM[:SS]] } ]
[level {INFO|WARNING|DEBUG|ERROR}]

[module 'moduleName’] ]

AprymeHTbl:

date - punbTpoOBaTHL 3aNMCK XXypHana no aare;

time - unbTPOBaTL 3anNMCK XXypHana no BpeMEHY;

NUM - KONMYECTBO BbIBOAMMbIX CTPOK U3 KOHLA XXypHana;

module Name - nmsa Moayns - UICTOYHMKA COOOLLEHNS.

3.1.21.5 BbiBoa xypHanos syslog | vpn | multicast:
show log {syslog | vpn | multicast} ['numberOfLinesToOutput] [regexp ‘regexp’] [before
'numberOfLinesBeforeMatch'] [after 'numberOfLinesAfterMatch’]
AprymeHTbI:
numberOfLinesToOutput- KOIMYECTBO BbIBOANUMbIX CTPOK XXYpHara C KOHUa;
regexp - perynsipHoe BblpaxkeHune, no KOTOpoOMy NPOU3BOANTCS BblOOpKa CTPOK;
numberOfLinesBeforeMatch - KonuMyecTBO CTpPOK, BbIBOAMMbBIX OO CTPOKM C
COBMagaloLLen ¢ regexp;
numberOfLinesAfterMatch* - KONMYeCTBO CTPOK, BbIBOOMMbLIX MOCHEe CTPOKNM C
coBnagatoLlen ¢ regexp.
3.1.21.6 BbiBOA XypHana gencTeuin aemoHa. Ecnuv He ykasbiBatoTcsa napameTpbl search,
TO BbIBOASITCS BCE 3aNUCK B XXypHane:
show log netflow [search [date {'dd.mm.yyyy" | [from ‘dd.mm.yyyy"] [to 'dd.mm.yyyy" } ]
[time {HH:MM[:SS]' | [from 'HH:MM[:SS]] [to 'HH:MM[:SS]1 } ]
[sourceip 'ip-address']
[destinationip 'ip-address']
[sourceport 'port-number’]
[destinationport 'port-number’]
[ininterface 'interface-type' 'interface-slot']
[outinterface 'interface-type' 'interface-slot'] |
AprymeHTbI:

date - CDI/IJ'IprOBaTb 3anncu XXypHana no gate,
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time - dunbTpoBaTh 3aNMCK XXypHana no BpeMEHMU;
sourceip - PunbTpoBaTh 3anNncK NO agpecy NCTOYHMKKA;
destinationip - dunbTpoBaTh 3anMcK NO agpecy HasHa4YeHus;
sourceport - dunbTpoBaTh 3anNUcK NO NOPTY UCTOYHWUKA;
destinationport - dunbTpoBaThb 3anncK No NOPTY Ha3HAYEHUS;
ininterface - dunbTpoOBaTh 3anNUCcK NO BXOLHOMY MHTepency;
outinterface - dunbTpoBaTh 3anUcy No BbIXOOHOMY MHTEpPdeNncy;
ip-address - IPv4 agpec ¢ mackon nogcetun B kopotkon cpopme (10.0.0.1/24);
port-number - Llenoeuuncrno (1-65535);
interface-type - TunuHTepdenca (ethernet, fastethernet ...);
interface-slot - Homep nHtedenca.
3.1.21.7 BkntoyeHne/BbIKMOYEHNE perncTpaumm Npoxoddalmx vyepes MapLupyTtusaTop
NakeToB:
log netflow [INPUT | FORWARD | OUTPUT] {on|off}
3.1.21.8 BbiBOAXYpHanagencTBUngeMoHa:
show log access-list [search [date {'dd.mm.yyyy' | [from 'dd.mm.yyyy'] [to
'dd.mm.yyyy' } ]
[time {HH:MM[:SS]' | [from 'HH:MM[:SS]] [to 'HH:MM[:SS]1 } ]
[sourceip 'ip-address']
[destinationip 'ip-address']
[sourceport 'port-number’]
[destinationport 'port-number’]
[ininterface 'interface-type' 'interface-slot] ]
AprymeHTbI:
date - dunbTpOBATL 3ANUCK XXypHana no gare;
time - dunbTpoBaTh 3aNNCK XXypHana no BpeMeHMU;
sourceip - dunbTpoBaTh 3anNMcK No agpecy UCTOYHUKA;
destinationip - dunbTpoOBaTL 3aMNMcK NO agpecy Ha3HayYeHus,
sourceport - PunbTpoBaTh 3aNUCK NO NOPTY NCTOYHMKA;
destinationport - dunbTpoBaTb 3aNUCK MO NOPTY HA3HAYEHUS;
ininterface - dunbTpoBaTh 3annUcKM NO BXOAHOMY UHTEP(ENCY;
outinterface - dunbTpoBaTh 3anNUCK NO BbIXOOHOMY UHTEP(ENCY;

ip-address - IPv4 agpec ¢ mackon nogcetun B kopoTtkon popme (10.0.0.1/24);
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port-number - Llenoeuuncrno (1-65535);

interface-type - TunuHTepdeinca (ethernet, fastethernet ...);

interface-slot - Homep nHtedenca.

3.1.21.9 BknoyeHue/BbIKIIOYEHUE BEOEHUS XypHana HapyLleHun npasun punbTpaunm:
log access-list {INPUT | FORWARD | OUTPUT} [position 'position-number’] {on|off}

AprymeHTbI:

position - BKNOYNTBL/OTKITIOYMTL JTOrMpoBaHNe A5 npaBuia B KOHKPETHOM NO3NLNNK:

position-number - Homep No3nuuKn B ykazaHHOM LIEMNOYKE.

3.1.21.10 KonunpoBaHue Bcex ¢pannoB yka3daHHOro fiora no ykasaHHOMY MyTu:

copy log {access-list | access-violation | command-history | daemon | netflow | syslog}
path 'path-to-copy’

3.1.21.11 KonupoBaHme Bcex annoB yKa3aHHOro Jflora Ha nNepBbIX
NOAKITHOYEHHbIU bneL-anck:

copy log {access-list | access-violation | command-history | daemon | netflow | syslog}
flash

3.1.21.12 BesonacHoe nssneyeHne nepBoro NOAKNHYEHHOro dreLl-ancka:

flash unplug

3.1.22 DHCP, DHCP Relay

3.1.22.1 DHCP

3.1.22.1.1 YcraHoBkadefault lease time:

ip dhcp default-lease-time ‘time-value'

3.1.22.1.2 Bxopg B pexum koHurypauum nyna:

Ip dhcp pool ‘pool-number’

3.1.22.1.3 YpaneHue nyna co BCEMWN HAaCTPOMKaMW:

no ip dhcp pool '‘pool-number’

3.1.22.1.4 BknioyeHune/BbikntodeHne/nepesanyck DHCP-cepsepa:
ip dhcp server {on | off | restart}

3.1.22.1.5 BbiBog HacTpoek DHCP cepsepa. Ecnu yk3aH napameTp pool, TO
BbIBOASATCSA HACTPOWKM TOSbKO 4S5 yKa3aHHOro nyna:

show ip dhcp [pool 'pool-number’]
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3.1.22.1.6  KoHcpurypauus nyna.

Mpexnae yem yctaHaBnuBaTb ONUMK, HEOBXOOMMO HACTPOUTb CETb UMK XOCT.

Note: Ecnu 6bina BBegeHa komaHaa network, To BbinonHeHne komaHabl host ansa atoro
nyna 3anpeLueHo. AHanormyHo, ecnu 6oina BBegeHa komaHga host, To BbINOSIHEHME KOMaHAbI

network ons atoro nyna 3anpeLleHo.

3.1.22.1.7 Hactpouka ceTu:

network 'ipv4-address'/'mask’

3.1.22.1.8 Hactpoukaxocra:

host hardware-address 'mac-address' [ip 'ipv4-address']

3.1.22.1.9 [obasneHunel/yoaneHue ananasoHa agpecos:

Note: BbInoriHeHWe 3TOM KOMaHObl BO3MOXHO, TOSbKO ecriv A0 3Toro 6bina BbINOMHEHa
komaHaanetwork.

[no] range 'start-ipv4-address' 'stop-ipv4-address'

3.1.22.1.10 HacTtporika max lease time ansa gaHHoro nyna:

max-lease-time 'time-value'

no max-lease-time
3.1.22.1.11 KoHdurypauusonuumananyna:
option subnet-mask 'ipv4-mask’

no option subnet-mask

option time-offset 'time-value'

no option time-offset

option routers 'ipv4-address' ['ipv4-address' 'ipv4-address' ...]

no option routers

option time-servers 'ipv4-address' ['ipv4-address' ['ipv4-address’ [...]]]

no option time-servers

option domain-name-server 'ipv4-address' ['ipv4-address’ [ipv4-address' [...]]]
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no option domain-name-server

option Ipr-servers 'ipv4-address' ['ipv4-address' ['ipv4-address' [...]]]

no option lpr-servers

option host-name 'host-name-value'

no option host-name

option domain-name 'domain-name-value'

no option domain-name

option ip-forwarding {true | false}

no option ip-forwarding
option non-local-source-routing {true | false}

no option non-local-source-routing

option policy-filter 'ipv4-address' 'ipv4-address' ['ipv4-address' 'ipv4-address' [...]]

no option policy-filter

option max-dgram-reassembly 'reassembly-value'

no option max-dgram-reassembly

option default-ip-ttl 'ttl-value'

no option default-ip-ttl

option interface-mtu 'mtu-value'

no option interface-mtu

option static-routes 'ipv4-address' ipv4-address' ['ipv4-address' 'ipv4-address’ [...]]

no option static-routes

option ntp-servers 'ipv4-address' ['ipv4-address' ['ipv4-address’ [...]]]
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no option ntp-servers

option mobile-ip-home-agent 'ipv4-address' ['ipv4-address' ['ipv4-address' [...]]]

no option mobile-ip-home-agent

option dhcp-message-type 'type-value'

no option dhcp-message-type

3.1.22.2 DHCPvV6

3.1.22.2.1 YcraHoska default lease time:

ipv6 dhcp default-lease-time 'time-value'

3.1.22.2.2 Bxoa B pexuMm KOHurypaumm nyna:

ipv6 dhcppool 'pool-number’

3.1.22.2.3 YpaneHue nyna co BCEMU HAaCTpONKamu:

no ipv6 dhcp pool 'pool-number’

3.1.22.2.4  BknioyeHue/BbikntoyeHne/nepesanyck DHCP6-cepBepa:

ipv6 dhcp server {on | off | restart}

3.1.22.25 BeiBog HacTpoek DHCP cepsepa. Ecnu yk3aH napameTp pool, TO
BbIBOOATCA HACTPOMKN TONbKO AN YKa3aHHOro nyna:

show ipv6 dhcp [pool 'pool-number’]

3.1.22.2.6  KoHdpurypauus nyna

Note: Ecnu 6bina BBegeHa kKomanga network, To BbINnonHeHMe koMmaHabl host gnsa atoro
nyna sanpeweHo. AHanornyHo, ecnu Obina BBegeHa koMaHga «host», TO BbINOMHeEHWE
KomaHabl network anga aToro nyna 3anpeLyeHo.

3.1.22.2.7 HacTtpoukaceTu:

network 'ipv6-address'/'prefix’

3.1.22.2.8 KoHdurypauus sbigaym ctatmyeckoro IPve—agpeca no DHCP knuneHTy C
3apaHHbiM ID [B popmaTe DUID]:

host 'name’ client-id [duid] 'id" ipv6 'ipv6_addr’

3.1.22.2.9 [OobGaeneHvel/yoaneHne ananasoHa agpecos:

Note: BbinonHeHne aTon KoMaHabl BO3MOXHO, TOMbKO ecnv Ao 3Toro 6bina BbiNofHeHa
KomaHaa network.

[no] range 'start-ipv6-address' 'stop-ipv6-address'
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3.1.22.2.10 Hactpouka max lease time ana gaHHoro nyna:

max-lease-time 'time-value'

no max-lease-time
3.1.22.2.11 3apaHwue agpeca [agpecos] dns cepsepos Ha dhcpv6 cepsepe:
option name-servers 'ipv6_addr_1' ['ipv6_addr_2']

3.1.22.3 DHCPRelay

3.1.22.3.1 BknioyeHue/BoikntouveHn/nepesanyck DHCPRelay-cepsepa:

ip dhcp relay {on | off | restart}

3.1.22.3.2 Hactpoukaagpeca DHCP cepsepa:

ip dhcp relay server 'ipv4-address'

no ip dhc prelay server

3.1.22.3.3 [obGaeneHuel/yoaneHue nHtepdencos, Ha KoTopbix pabotaet DHCPRelay:

[no] ip dhcp relay interface ‘interface-type' 'interface-number

3.1.22.3.4 BbiBogHacTpoek DHCP Relay:

show ip dhcp relay

3.1.22.3.5 BkntoueHune/BoikntouveHne/nepesanyck DHCPRelay-cepsepa:

ipv6 dhcp relay {on | off | restart}

3.1.22.3.6 HacTtpouka nHtepgenca, Ha yganeHHOM KoHue koTtoporo 'eucum'DHCP6—
cepBep:

ipv6 dhcp relay 'interface-type’ ‘interface-number’
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no ipv6 dhcprelayserver

3.1.22.3.7 [OobGasneHuel/ygoaneHne uHTepdencos, Ha koTopbix pabotaeTr DHCPV6
Relay:

[no] ipv6 dhcp relay interface 'interface-type' 'interface-slot’

3.1.22.3.8 BbiBogHacTpoek DHCPvV6 Relay:

show ipv6 dhcp relay

3.1.23 VLAN
3.1.23.1 CosgaHne VLAN’a Ha ethernet/bridge/bond nHTepdence n Bxoq B pexum ero
KoHpurypaumn. Onsa yoganenuna VLAN’a kK komaHae nobasngaetcs npeduke no:

[no] interface vlan 'parent-interface-type' ‘parent-interface-number' vid 'vlian-id'

AprymeHTbl:
vlan-id - VLANID (Hanpumep 2 unu 2.34.12 gnaVLAN-in-VLAN);
‘parent-interface-type’ - Tun poauTenbckoro uHTepdenca, Ha KoTopom OyaeT

pacnonaratbcsa VLAN;

‘parent-interface-number’ - HoOMep POAUTENBLCKONO WMHTepdenca, Ha KOTopom OyaeT
pacnonaratbca VLAN.

3.1.23.2 Co3ganHme VLAN'a Ha macvlan wuHTepdence M BXOO4 B pPEXUM €ro
KoHpurypaumn. Ons yaganenuns VLAN’a kK komaHae gobasnseTtcs npeduke no:

[no] interface vlan macvlan 'ethernet-interface-number' 'macvlan-interface-number’ vid
‘vlan-id'

AprymeHTbI:

vlan-id - VLAN ID (Hanp. 2 nnu 2.34.12 gnsa VLAN-in-VLAN);

‘ethernet-interface-number’ - HomeppoauTenbckorogna macvlan ethernet nutepdeica;

‘macvlan-interface-number’ - Homep macvlan wHTepgenca, Ha KoTopom OyaeT

pacnonaratbcs VLAN.

3.1.23.3 B pexume koHpurypaumm VLAN’akomaHga shutdownsbiknovaeT MHTepdenc.
[nsa BknoyeHnsa nHrepdenca k komaHge gobaesnsercs npedukc no:

[no] shutdown

3.1.23.4 3apaHue IPv4d—agpeca ons untepdgenca. [Ana yaaneHus ipagpeca K KomaHge
nobaensietca npeduke no. Ecnu IPv4agpec aBnaeTca eAMHCTBEHHLIM Ha MHTepdence, To ero

MOXHO yaanaTtb 6e3 ykasaHus nons ip-address. [na yganeHna Bce ipagpecoB nHTepdenca,
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npu yaaneHum BMECTO ip-address yKa3sblBaeTcH
napameTp all:
ip address 'ip-address{/'short-mask’| 'long-mask'}

no ip address ['ip-address'{/'short-mask’| 'long-mask’}]

no ip address all
AprymeHTbI:

ip-address - IPv4 agpec;

short-mask - KopoTkasmacka (0-32);

long-mask - JnnHHasmacka.

3.1.23.5 3anpocuTb ipagpec no npoTtokosnly DHCP. [Ina copoca nonyyYyeHHbIX HaCTpoek K
KomaHnge nobasnseTcs npeguke no:

ip address dhcp

no ip address dhcp

3.1.23.6 3apaHue IPv6—agpeca gona wvHTepdpenca. Ona ypaneHusa ipv6—agpeca K
komaHge pobaensietcs npedwukc no. Ecnm IPv6—agpec sBNnAeTcAa €OWHCTBEHHbIM Ha
UHTepdence, TO ero MOXHO yaanatb 6e3 ykasaHua nonga ipv6-address. [ns yganeHus
BcexipvbagpecoB nHtepdenca, npu yaaneHmum BMecTo ipv6-address ykasbiBaeTcs napameTp
all:

ipv6 address 'ipv6-address'/'prefix’

no ip address [{'ipv6-address'/'prefix’ | all}]

AprymeHTbI:

ipv6-address - IPv6 agpec ¢ npedukcom.

3.1.23.7 3anpocutb ipvbagpec no npotokony DHCP. [Ons cbpoca nonyyYeHHbIX
HacTpoek K komaHae gobasnseTca npedguke no:

ipv6 address dhcp

no ipv6 address dhcp
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3.1.23.8 YcraHoBka cooTtBeTcTBUA VLAN_prio - skb_prio ans MapkMpoBKM BXOAALLMX
KaapoB:

igres-map 'skb-value' 'vlan-prio-value'

3.1.23.9 YcrtaHoBka cootBeTcTBMA VLAN_ prio - skb_prio ans mapknMpoBkM MCXoaaLLMX
KaapoB:

egres-map 'skb-value' 'vlan-prio-value'

3.1.23.10 Bbixoq u3 pexuma KoHdwurypaumm wuHtepdenca. Bxoa B KOHCOSb
KOH(purypaumm ethernet-nHtepdpenca:

exit

3.1.24 MacVLAN

3.1.24.1 CospgaHune macvlan unHTepdenca n Bxoa B pexum ero KoHdurypauuu. Ons
yaaneHusa nHrepdenca k komange gobaensercsa npedukc no:

[no] interface macvlan 'parent-interface-type' 'parent-interface-number" 'interface-number’

AprymeHTbI:

‘parent-interface-type’ - Tmn poautensckoro ethernet nHtepdenca, Ha kotopom Oyget
pacnonaraTbCsa AaHHbIA macvlan;

‘parent-interface-number’ - Homep poauTenbckoro ethernet nHTepdgenca, Ha KOTOPOM
OygeT pacnonaratbCs AaHHbIM macvlan;

interface-number’ - HomepmacvlannHtepdeica.

3.1.24.2 B pexunme koHdurypaumm VLAN’a BbikntovaetT nHtepdenc. Ona BKIOYEHUSN
MHTepdenca K komaHae aobaenseTca npedukc no:

[no] shutdown

3.1.24.3 3apaHuve IPv4 agpeca ons uHtepdenca. [Ana yganeHus ip agpeca K komaHge
pobaensietca npedukc no. Ecnn IPv4 agpec saBnsieTcss eAMHCTBEHHLIM Ha UHTepderice, To
ero MOXHO yganatb 0e3 ykasaHusa nons ip-address. [ns yganeHus Bce ip agpecoB
WUHTepdenca, npu yaaneHmm BMecTo ip-address ykasbiBaeTcs napameTp all:

ip address 'ip-address'{/'short-mask’| 'long-mask'};

no ip address ['ip-address'{/'short-mask’| long-mask'}];

no ip address all.

AprymeHTblI:

ip-address - IPv4 agpec;

short-mask - KopoTkas macka (0-32);

long-mask - JnnHHaa macka.
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3.1.24.4 3anpocuTb ip agpec no npotokony DHCP. [Ina c6poca nony4eHHbIX HAacTpoek
K KOMaHae gobasnaeTca npedukc no:

ip address dhcp

no ip address dhcp

3.1.24.5 3apaHue IPv6 agpeca ana nHtepgenca. [nsa yoaneHus ipve agpeca K komange
pobaensietca npedukc no. Ecnn IPv6 agpec saBnseTcs eAMHCTBEHHLIM Ha UHTepderice, To
ero MOXHo ypansaTtb 6e3 ykasaHus nons ipv6-address. [Ins yganeHuss Bce ipv6 agpecos
WHTepdenca, Nnpu yaaneHum BMecTo ipv6-address ykasbiBaeTcs napameTp all:

ipv6 address 'ipv6-address'/'prefix’

no ipv6 address [{'ipv6-address'/'prefix’ | all}]

AprymeHTbI:

ipv6-address - IPV6 agpec ¢ npedunKcom.

3.1.24.6 3anpocutb ipv6 agpec no npotokony DHCP. [na cbpoca nomnyYeHHbIX
HacTpoekK K komaHae aobaensercsa npeduke no:

ipv6 address dhcp

no ipv6 address dhcp

3.1.24.7 NameHeHne MAC-agpeca nHtepdgerica. Het komaHabl no:

mac-address ‘address-value'

AprymeHTbl:

address-value - 3Ha4yeHne MAC-agpecasgopmate hh:hh:hh:hh:hh:hh

3.1.24.8 Bbixog wn3 pexumma KOHpurypaumm wuHTepdenca. Bxog B KOHCOMb
KOoHourypaumm ethernet-uHtepenca

exit

3.1.25 Bridge

3.1.25.1 CosgaHue bridge uHTepdhenca n BXo4 B pexumm ero KoHdwurypaumu. Ons
yaaneHunsa nHrepdgenca Kk komange gobasnsercsa npedukeno:

[no] interface br 'bridge-number’

AprymeHTblI:

bridge-number - Homep nHTepdelica.

3.1.25.2 B pexume KoHUrypauum wHTepdenca Bblknoyaet ero. [Ona BKIOYEHUA
MHTepdenca K komaHae aobasnseTca npeduke no:

[no] shutdown
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3.1.25.3 3apaHue IPv4agpeca ana uHtepdenca. [Ana yoaneHusa ipagpeca K komaHge
pobasnsietca npeduke no. Ecnu IPv4agpec aBnaeTca eaQUHCTBEHHbBIM Ha MHTepdence, To ero
MOXHO yaanaTb 6e3 ykasaHus nons ip-address. [Ing yoaneHus Bcexipagpecos MHTepdenca,
npu yaaneHum BMECTO ip-address yKa3sblBaeTcH
napameTp all:

ip address 'ip-address{/'short-mask’| 'long-mask'}

no ip address ['ip-address'{/'short-mask’| 'long-mask’}]

no ip address all

AprymeHTbl:

ip-address - IPv4 agpec;

short-mask - KopoTkasmacka (0-32);

long-mask - JnnHHaamacka.

3.1.25.4 3anpocuTb ipagpec no npotokony DHCP. [Ina c6poca nonyyYyeHHbIX HacTPoek K
KoMmaHge gobaensertcsa npedukc no:

ip address dhcp

no ip address dhcp

3.1.25.5 3apaHve IPv6—agpeca gns wuHTepdenca. [Ons ymanenus ipvbagpeca K
komaHge pobasnsetcsa npedmkcno. Ecnn IPv6-agpec sBnseTcs e€AMHCTBEHHbIM Ha
UHTepdence, TO ero MOXHO yaanaTb 6e3 ykasaHus nons ipv6-address. [nsa yaaneHust Bce

ipv6agpecoB nHTepdenca, npu yaaneHum BMecTo ipv6-address ykasbiBaeTcs napameTp all:

ipv6 address 'ipv6-address'/'prefix’

no ip address [{'ipv6-address'/‘prefix’ | all}]

AprymeHTbI:

ipv6-address - IPV6 agpec ¢ npeukcom.

3.1.25.6 3anpocutb Iipv6agpec no npotokony DHCP. [na cbpoca nonyyYeHHbIX
HacTpoeK K komaHae fobasnseTcs npedumke no:

ipv6 address dhcp
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no ipv6 address dhcp

3.1.25.7 [obasutbethernetnHtepdencBmoct:

include interface 'eth-interface-type' 'eth-interface-number

3.1.25.8 YpanutbethernetuHtepderncumamocrTa:

exclude interface 'eth-interface-type' ‘eth-interface-number’

AprymeHTbl:

eth-interface-type - Tvn ethernet nHtepdenca;

eth-interface-number - Homep ethernet nutepdenca;

3.1.25.9 [o6aBnTb macvlan nHrepdenc B MOCT:

include interface macvlan 'eth-interface-type' 'eth-interface-number’ 'interface-number’
3.1.25.10 Ypanutbe macvlan nHtepdgenc n3s mocra:

exclude interface macvlan 'eth-interface-type' 'eth-interface-number" ‘interface-number’
AprymeHTbI:

eth-interface-type - Tunpogutensckoro ethernet nHTepdenca

eth-interface-number - HomeppoguTenbckoro ethernet uHtepgenca

interface-number - Homep macvlan nHrepdenca

3.1.25.11 [o6aBuTb vlan nHTEpdenc B MOCT:

include interface vlan 'parent-interface-type' '‘parent-interface-number’ vid 'vlan-id'
include interface macvlan ‘eth-interface-number' 'macvlan-number’ vid 'vlan-id'
3.1.25.12 Ypanutb vlan nHtepgenc n3 mocra:

exclude interface macvlan 'parent-interface-type' 'parent-interface-number' vid 'vlan-id'
exclude interface macvlan 'eth-interface-number' 'macvlan-number’ vid 'vlan-id'
AprymeHTbl:

parent-interface-type - TunpoantensckoronHTepgenica;

parent-interface-number - HomeppoautensckoromHtepdenca;

eth-interface-number - HomeppoguTtensckorognamacvlanethernetuHtepgenca,
vlan-id - HomepVLAN’aBgopmate ‘Homep_eth uHTepdenca’.’VLAN ID’ (Hanpumep
2.12).

3.1.25.13 YCcTaHOBKa BpeMeHM yCcTapeBaHus 3anMcu B Tabnmue KommyTaumn.
ageing-time 'time-value'

AprymeHTblI:

time-value — Bpema yctapeBaHusa 3annucu B ceKyHOax.

3.1.25.14 YcTaHoBKa numuta ans  Tabnuubl KoMMmyTauuu. YcTaHaBnuBaeTcs

MakcumanbHoe konnvectso MAC-agpecoB B 3Ton Tabnuue.
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max-mac-addresses ‘'number’

AprymeHTbl:

number - MakcumanbHoe konunyectBo MAC-agpec B Tabnuue kommyTtaumm. 0 -

orpaHuyeHue OTCyTCTBYeT.

3.1.25.15 YcTaHoBKa pexuma paboTbl MHTEpdelica.

mode {0 | 1 | 2 [down-time 'time"]}

AprymeHTbl:

pexum 0 - oTbpacbiBaloTCs BCE NAKETbI, KOTOPbIE MPEBLILWAKT NMMUT. ECnn numnt paBeH
0, To orpaHnyeHus HeT, naet gobaBneHne 3anucy (PEXMM MO YMOSTHaHWUIO);

pexum 1 - BCe nakeTbl, KOTOpble NPeBbIWAaT NUMUT, He AobaBnsTca B Tabnuvuy, HO
obpabaTbiBatoTcs; ecnv numuT paeeH 0, To nget gobaBneHue 3anucy;

pPeXuMm 2 - Npu NpeBbILWEHNN NIMMUTA Ha onpeaesieHHOM NopTy MOPT BbIKMOYaETCA Ha
Bpems ‘time’, ecnn Bpems He ykasaHo, unu paBHo 0, TO MHTepdenc nocne BbIKMIOYEHNUS He
BKMoyaeTcs. Ecnu numut paseH 0, To Bce nakeTbl 06pabaTtbiBatoTcs;

time - Bpemsa HaxoxgeHna uHTepdgenca B onyweHHOM cocToaHun. Ecnu ykasaH 0, To
MHTepdgenc He ByaeT nogHMMaTbLCS.

3.1.25.16 BbIBOOHACTPOEKMOCTOB:

show interfaces br ['bridge-number’]

3.1.25.17 Bbixoa n3 pexxuma koHdurypaumm bridge-uHtepderica:

exit

3.1.26 IPSec

3.1.26.1 lNepesanyck cepBuca ipsec (CYMTbIBAHME HACTPOEHHOW KOHAUrypauun):

ipsec restart

3.1.26.2 OTKpbITME noaLuenna anga Hactpourku IPSectyHHens. [1ns yaaneHust TYHHenNs K
KomaHae Heobxoaumo nobaBuTb Npeduke No:

[no] ipsec 'tunnel-number’

AprymeHTblI:

tunnel-number - Homep TyHHenNS.

3.1.26.3 3apgaHue agpecoB KOHUOB TyHHens (agpeca OOSmKHbl ObiTb HACTPOEHbl Ha
nHTepdgencax):

tunnel source 'source-ip-address' destination 'destination-ip-address'

3.1.26.4 3apaHue agpecoB «MNPOKMObIBAEMbIX» B TYHHEIb CETEN:
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match source-network 'source-network-ip-address' destination-network ‘destination-
network-ip-address'

AprymeHTbl:

source-network-ip-address - Aapec ceTu Ha floKkaribHOM KOHLEe TYHHENS;

destination-network-ip-address - Aapec ceTn Ha yaaneHHOM KOHLEe TYHHenNs.

3.1.26.5 YkasaHue naponsa Ansi yganeHHoro xocrta Ansi aBTomaTudeckoro obmeHa
KnovYamn wndgposaHusa. [na ycnewHon asTopmsaumm naponu ans obomx KOHLOB TyHHeNs
OOIMKHbI OblTb  OAguHakoBbiMW. [Ona ypaneHua naponst Heobxogumo neped  KOMaHOoM
HeobxoamMmo aobaBnTb NpeduKke No:

[no] host 'remote-ip-address’ password ‘password-value'

AprymeHTbI:

remote-ip-address - Agpec yganeHHoOW CTOPOHbl TYHHENS;

password-value - Naponb ona asTopusaummu.

3.1.26.6 Bbixog 13 pexuma koHdurypauum ipsec TyHHens:

exit

3.1.26.7 Tlpumep HacTtpounkn IPSectyHHens. KoHdwurypaums IPSec TyHHens ans

cneayloLen KoHurypaumm cetu:.

Server_1 Server_2

[rrereremmemer e | Jrreeremmeer e |
Jlok cemb 1 |1772.16.1.1 [10.0.0.0/24 | 172.16.2.1| Jlok cemb 2
------------------ | 10.0.0.1 |--------------------------|10.0.0.2 |----mm e
172.16.1.0/24  |------------------ | |-------- -| 172.16.2.0/24

3.1.26.8 Hactponka Server_1:

>ipsec 1

config-ipsec-[1]>tunnel source 10.0.0.1 destination 10.0.0.2

config-ipsec-[1]>match source-network 172.16.1.0/24 destination-network 172.16.2.0/24
config-ipsec-[1]>host 10.0.0.2 password 1234556

config-ipsec-[1]>exit

>ip route 172.16.2.0/24 gigabitethernet O

>ipsec restart

3.1.26.9 Hactpownka Server_2:

>ipsec 1
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config-ipsec-[1]>tunnel source 10.0.0.2 destination 10.0.0.1

config-ipsec-[1]>match source-network 172.16.2.0/24 destination-network 172.16.1.0/24
config-ipsec-[1]>host 10.0.0.1 password 1234556

config-ipsec-[1]>exit

>ip route 172.16.1.0/24 gigabitethernet 0

>ipsec restart

3.1.27 VPN

3.1.27.1 3anyck/octaHoBka/nepesanyck cepsuca OpenVPN:

vpn {on | off | restart}

3.1.27.2 OTkpbITMe noawenna ans Hactpovkn OpenVPN cepsepa, BXO4 B pPexXum
KOH(purypaumm cepsepa:

vpn server

3.1.27.3 OTkpbITMe noawenna gna Hactponkun OpenVPN knneHTa, BXO4 B pPeXum
KOHUrypaumm KnuveHTa:

vpn client ‘client-common-name’

3.1.27.4 TeHepauusaknioyengnacepsepa:

build-key server {static | tIs}

AprymeHTbl:

static - reHepaunsa cTaTMYeCcKnx Knyen WndopoBaHusa AN cepeepa;

tls - reHepaums kntoven Diffie Hellman (ans tls cepsepa).

3.1.27.5 ['eHepaum4a Knoyen gnga KnueHTa:

build-key client 'client-name’

AprymeHTbI:

client-name - Umsa knnenta. C Taknm nmeHem ByayT co3gaHbl KU,

Note: ApxuB C KnovamMy AN KNMEHTa nomellaeTcsa B AOMalLHENW OUPEKTOpUM
nonsb3osaTens serviceuser (/home/serviceuser/client-name’.tar.gz).

Note: B Bonpocax npu reHepaumu Kroyewm ONs KAMeHTa M cepBepa B KBagpaTHbIX
CkobBKax yKkasblBalOTCS 3HA4YEHUS MO YMOMYaHWIO.

3.1.27.6 Hactporika napameTpoB cepBepa. YkaszaHue Tuna u pexuma paboTbi:

device {tun | tap ['device-name']}

AprymeHTblI:

tun - L3-TyHHenNb;

tap - L2-TyHHenb;
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device-name - MMs UICNONb3yEMOro YCTPOMNCTBA.

3.1.27.7 HacTpounkakoHpurypaummmHtepgenca:

[no] point-to-point 'local-ip-address' ‘remote-ip-address' - dnsipexuma tun

[no] point-to-point ‘local-ip-address'/'mask’ - dnspexuma tap

3.1.27.8 YkasaHue Ucnosib3yemMoro npoTokosna:

protocol {tcp | udp}

3.1.27.9 YkasaHue ceTn n Macku nsi BCer Vpn-ceTn B pexume tun:

server-address 'network-address'/'mask’ port ‘port-number’

3.1.27.10 YKasaHue KOHurypaumm cepsepa B pexume tap:

server-bridge-address gateway 'gateway-address'/'mask’ pool 'start-ip' 'end-ip’

3.1.27.11 MpuHMMaTL coedMHeHUs TOMbKO OT yKa3aHHOro agpeca, ecnu ykasaH
protocol tcp:

[no] remote host 'ip-address'

3.1.27.12 PaspelieHne obmeHa TpamkoM Mexay KnMeHTamum:

[no] client-to-client

3.1.27.13 Onspexumatun. Pacnpefenatb agpeca MeXagy KineHTamu  He
nogcetamm /30, a NOWTYYHO:

[no] ip pool linear

3.1.27.14 MapLpyT, TPUMEHSAIOLMIACA NPU YCTAHOBIEHUWN COEAUHEHUS:

[no] ip route 'network-ip-address’[/'netmask’ [gateway ‘'gateway-ip-address' [metric
'metric-value']]

3.1.27.15 YKasaTb, YTO JaHHas CeTb HAXOO4MUTCS 3a COOTBETCTBYIOLLMM KITMEHTOM:

[no] ip route client ‘client-name’ 'network-ip-address'[/'netmask’]

3.1.27.16 Mpn ycTaHOBNEHUM coOeauHEeHUst BCeM KnMeHTam OygeT nepegaH
YKa3aHHbIA MapLUpyT:

[no] pushclientalliproute 'network-ip-address’[/'netmask’ [gateway ‘gateway-ip-address’
[metric 'metric-value']]

3.1.27.17 Mpn ycTaHOBMEHUN COoeauHEHUsA yKasaHHbIM MapwpyT OyaeT nepepnaH
TONbKO OQHOMY KIUEHTY:

[no] push client ‘client-name’ ip route 'network-ip-address'[/'netmask’ [gateway 'gateway-
ip-address' [metric ‘'metric-value']]

3.1.27.18 Mepenatb KNUEHTY KOHUrypaumo nHTepdenca, B pexume tun:

[no] push client ‘client-name’ point-to-point 'local-ip-address' ‘remote-ip-address’

3.1.27.19 lMepenatb KNWMEHTY KOHUrypaumo nHTepdenca, B pexumetap:
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[no] push client ‘client-name’ point-to-point 'local-ip-address’/'mask’

3.1.27.20 [NepenaBaTb KNUEHTY MapLlpyTbl, NpeaHa3HayYeHHble TOMbKO AN HEro.
Ob6wmemapLpyTblbyayTUrHOPUPOBATLCS:

[no] push client ‘client-name’ ignore-global-push

3.1.27.21 BKounTL/OTKNIOUUTL CXaTne Tpaduka:

compression {on | off}

3.1.27.22 YCTaHOBUTL BpEMSA NPOBEPKM COeAUHEHNA U BPEMS NEPENOLKIIOYEHWS:

keepalive 'ping-timeout’ 'dead-timeout’

3.1.27.23 YCTaHOBUTb MaKcMMaribHOe KONIMYEeCTBO KIMEHTOB:

[no] client-max-number 'number'

3.1.27.24 lMpoBepka MMHMManNbLHOW KOHUrypauum cepeepa:

check config

3.1.27.25 HacTponka napamMeTpoB KNueHTa. YkasaHue Tuna un pexuma paboTbl

device {tun | tap ['device-name'[}

AprymeHTbl:

tun - L3-TyHHenb;

tap - L2-TyHHenb;

device-name - UMs UCMoOrb3yeMOoro yCTponcTea.

3.1.27.26 Mcnonb3oBaTb guHamudeckun nopt. Onuusa aktyanbHa Tonbko ans UDP,
T.K. Npn ncnonb3oBaHum TCP Bceraa ucnonb3dyeTcs crnyyYyanHbii nopT. o ymonyaHuio onums
BbIKITHOYEHa:

[no] dynamic port number

3.1.27.27 YKasaHue ncrnonb3yemoro npoTokona:

protocol {tcp | udp}

3.1.27.28 [obaBnTtb agpec n nopt, Ha KOTOpoM paboTaeT cepsep. [omkeH ObITb
yka3aH xoTs1 6bl oguH. Ecnv napameTp port He ykasaH, TO Ucnonb3oBaTbcs OyaeT nopT no
ymonyaHuio — 1194, [na yganeHus komMbuHaumm agpec:nopt Heobxoammo aobaBuTb NO K
KomaHge:

[no] server-address {'server-ip-address' | 'server-name'} [port 'port-number’]

3.1.27.29 Mcnonb3oBaTb B Cny4yaHoOM MOpPsiAKE yKa3aHHble ajpeca CepBepoB.
[MoymonyaHnioonumnsaBbIKNoYeHa:

[no] server-address random

3.1.27.30 BeckoHe4HOo NbiTaTbCs pes3onBuUTb agpec cepsepa.

noyMOﬂ‘-IaHI/IPOOI'ILI,I/IFIBbIKJ'IPO‘-IeHaI
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[no] server-address resolv invifite

3.1.27.31 Mcnonb3oBaHueyaaneHHoro DNS:

[no] dhcp option dns 'ip-address’

3.1.27.32 WMcnonb3oBaHue yganeHHoro WINS:

[no] dhcpoptionwins 'ip-address’

3.1.27.33 BknounTtb/oTKNIOUMTL  CKaTne Tpadwmka. [lo  ymonyanuio  onumsd
BKIOYEHa:

compression {on | off}

3.1.27.34 [MpoBepka MUHMMAITbHOW KOHAUIypauUun KrmeHTa:

check config

3.1.27.35 Bbixog 13 pexxmma KoHurypauumn vpn cepBepa/knmeHTa:

exit

3.1.27.36 Mpumep HacTtporkn VPNcoeauHeHus. KoHdurypaums VPN coegmHeHus

CO cneaytowien koHdurypaumen cetu. NoatyHHenmBblaenseTcsaceTb 176.16.40.0/24:

VPNclient (client_a) VPNserver (server_1)

oo | | .

JTokcems 1 [172.16.1.1 |10.0.0.0/24 | 172.16.2.1| Jlokcemsb 2
------------------------ | 10.0.0.1 [|----------------------|10.0.0.2 |--=mmmmmm e
172.16.1.0/24  |-------mmmmmmmeen | |-=mmmmmmm e | 172.16.2.0/24

3.1.27.37 HacTponkacepsepa:

>vpn server server_1

config-vpn-server>build-key server static

Country Name (2 letter code) [RU]:

State or Province Name (full name) [LEN]:

Locality Name (eg, city) [Saint-Petersburg]:

Organization Name (eg, company) [YourCompany]:MyCompany
Organizational Unit Name (eg, section) [changeme].otd_1
Name [changeme]:

Email Address [mail@host.domain]:admin@mycompany.com

config-vpn-server>build-key server tls

config-vpn-server>build-key client client_a
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Country Name (2 letter code) [RU]:

State or Province Name (full name) [LEN]:

Locality Name (eg, city) [Saint-Petersburg]:

Organization Name (eg, company) [YourCompany]:MyCompany

Organizational Unit Name (eg, section) [changeme].otd_2

Name [changeme]:

Email Address [mail@host.domain]:admin_client@mycompany.com

config-vpn-server>local address 10.0.0.2

config-vpn-server>device tun

config-vpn-server>protocol udp

config-vpn-server>port 1194

config-vpn-server>server tls

config-vpn-server>server-address 172.16.40.0/24

config-vpn-server>compression on

config-vpn-server>keepalive 10 120

config-vpn-server>ip route 172.16.1.0/24

config-vpn-server>push client all ip route 172.16.2.0/24

config-vpn-server>ip route client client_a 172.16.1.0/24

config-vpn-server>exit

>vpn on

3.1.27.38 HacTtpowka knueHTa:
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CHavana HeobxoaMmo ckonmMpoBaTb C cepBepa u3 aumpektopum /home/serviceuser
apxmB c knodamu client_a.tgz. Knoumn (3 WTykn) n3 apxmea pacnosioxXntb B AUPEKTOPUN
letc/openvpn/keys Ha MallnHe KNMeHTa.

>vpn client client_a

config-vpn-client>device tun

config-vpn-client>protocol udp

config-vpn-client>server-address 10.0.0.2 port 1194

config-vpn-client>dynamic port number

config-vpn-client>server-address resolv infinite

config-vpn-client>compression on

config-vpn-client>exit

>vpn on
3.1.28 Multicast Routing
3.1.28.1 BkntoveHue/BblkntoveHne/nepesarpyskacepsncamulticastmapLupytmsaumm:
ip multicast {on | off | restart}
3.1.28.2 [lobaBuTtb uHTepdenc B HacTtponky IGMP. lMapameTp version ykasbiBaet
NCnonb3yemMyo BepCcuio NpoTokona (M0 YMOMYaHMIo — «2»):
ip igmp interface {'interface-type’ 'interface-number" |
macvlan 'parent-eth-number’ 'interface-number |
vlan {'parent-interface-type' 'parent-interface-number’ |
macvlan 'parent-eth-number' 'macvlan-number'}
vid 'vlan-id'} [version {1..3}]

no ip igmp interface {'interface-type' 'interface-number" |
macvlan 'parent-eth-number’ 'interface-number |

vlan {'parent-interface-type' 'parent-interface-number’ |
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macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}
3.1.28.3 Beieog multicast rpynn npoTtokona IGMP:
show ip igmp groups
3.1.28.4 BbiBOA HacTpoek nHTepdencos npoTtokosna IGMP:
show ip igmp interfaces
3.1.28.5 [lobaButb uWHTepdenc B HacTpouky MLD. [NapameTp version ykasbiBaet
ncnosib3yemMyr BEPCUo NpoToKoria (Mo yMonyaHuoo — «1»):
ipv6 mid interface {'interface-type' 'interface-number" |
macvlan 'parent-eth-number" 'interface-number |
vlan {'parent-interface-type' '‘parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number'}
vid 'vlan-id'} [version {1..2}]
no ipv6 mid interface {'interface-type' 'interface-number |
macvlan 'parent-eth-number" 'interface-number |
vlan {'parent-interface-type' '‘parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}
3.1.28.6 Bbeisog multicast rpynn npotokona MLD:
show ipv6 mid groups
3.1.28.7 BbiBoa HacTpoek nHTepderncos npoTokona MLD:
show ipv6 mld interfaces
3.1.28.8 [lo6aBuTb nHTEpdENC B HACTPOKNKy npotokona PIM:
[no] ip pim interface {'interface-type' 'interface-number’ |
macvlan 'parent-eth-number 'interface-number |
vlan {'parent-interface-type’' '‘parent-interface-number’ |
macvlan 'parent-eth-number’' 'macvlan-number’}

vid 'vlan-id'}

[no] ipv6 pim interface {'interface-type’ 'interface-number" |
macvlan 'parent-eth-number’ 'interface-number |
vlan {'parent-interface-type' 'parent-interface-number" |
macvlan 'parent-eth-number' 'macvlan-number'}

vid 'vlan-id'}
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3.1.28.9 [o6aBnTb Rendezvous Point B HacTpowky npotokona PIM:

[no] ip pim rp 'ip-address' group-prefix 'ip-mcast-address/mask’

[no] ipv6 pim rp 'ip-address’ group-prefix 'ipv6-mcast-address/mask’

3.1.28.10 Bkrnitountbpexmmbootstrap.
MapuwpyTtusatopbyaetydaBsctBoBaTbBBbiOOpeRendezvous PointuBootstrap Router. Pexum
AOMmKeH ObiTb BKMOYEH AN BO3MOXHOCTM CTaTb KaHAMAATOM Ha npaBo ObiTb Rendezvous
Point nnu Bootstrap Router:

[no] ip pim bootstrap

[no] ipv6 pim bootstrap
3.1.28.11 YkasaTb, YTO 3TOT MapulpyTtu3atop OyaeT KaHouaaToM Ha npaBo ObiTb
Bootstrap Router:
ip pim bootstrap cand-bsr scope-zone 'ip-mcast-address/mask’ interface {'interface-type’
'interface-number’ |
macvlan 'parent-eth-number" 'interface-number |
vlan {'parent-interface-type' 'parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}

no ip pim bootstrap cand-bsr

ipv6 pim bootstrap cand-bsr scope-zone ‘ipv6-mcast-address/mask’ interface
{interface-type' 'interface-number" |
macvlan ‘parent-eth-number" 'interface-number |
vlan {'parent-interface-type' 'parent-interface-number’ |
macvlan 'parent-eth-number' 'macvlan-number'}
vid 'vlan-id'}
no ipv6 pim bootstrap cand-bsr
3.1.28.12 YkasaTb, YTO 3TOT MapLupyTmsatop OyaeT kaHAnOaToOM Ha npasBo ObiTb
Rendezvous Point:
ip pim bootstrap cand-rp group-prefix 'ipv6-mcast-address/mask’ interface {'interface-
type' 'interface-number |

macvlan 'parent-eth-number" ‘interface-number |
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vlan {'parent-interface-type’' 'parent-interface-number |
macvlan 'parent-eth-number' 'macvlan-number’}
vid 'vlan-id'}

no ip pim bootstrap cand-rp

ipv6 pim bootstrap cand-rp group-prefix 'ipv6-mcast-address/mask’ interface {'interface-
type' 'interface-number |
macvlan 'parent-eth-number" ‘interface-number |
vlan {'parent-interface-type' 'parent-interface-number’ |
macvlan 'parent-eth-number' ‘'macvlan-number'}
vid 'vlan-id'}
no ipv6 pim bootstrap cand-rp
3.1.28.13 BbiBoa nHdopmauum o Bootstrap mapLupyTtusatopax:
show ip pim bootstap
3.1.28.14 BbiBOA4 HGOpMaLUKUKM 0 HacTpourkax nHTepdgencos B npotokosie PIM:
show ip pim interfaces
3.1.28.15 BbiBOA4 MHGOpMaLmm 0 cocTossHM multicast mapLupyTnsaumm:
show ip pim join
3.1.28.16 BoiBognHdopmaummmns Multicast Forwarding Cache:
show ip pim mfc
3.1.28.17 BbiBOA nHdopmMauum o cogeasix:
show ip pim neighbors
3.1.28.18 BeiBOgnHdopmaummoRendezvousPoints:
show ip pim rps
3.1.28.19 BbiBOAg MHGOpMaL MM O 30HaxX OTBETCTBEHHOCTU (SCOpe Zones):
show ip pim scope
3.1.28.20 BbiBog multicast Tabnuubl MapLipyTU3aummn:
show ip route multicast

show ipv6 route multicast
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3.1.29 PPP

3.1.29.1 CospgaHune PPP uHTepdenca (Bxoa B pexumm koHdurypauum). Ona yaaneHus
nHTepderica HeobxoamMmo Kk KomaHae obaBuTb Npeduke no:

[no] interface ppp ‘ppp-number’

AprymeHTbl:

ppp-number- HomepPPPuHTepdenca.

3.1.29.2 3apaHuel/ypaneHue nokaneHoro IPv4—aapeca:

ip address local 'ip-address-value'

no ip address local

3.1.29.3 3apaHuel/yganenune ypaneHHoro IPv4d—agpeca:

ip address remote 'ip-address-value'

no ip address remote

3.1.29.4 Oxwupatb IPv4—agpeca oT yaaneHHOW CTOPOHbI:

[no] ip address expect

3.1.29.5 3apaHue IPv6—agpeca ana wHtepdenca. Ona ypaneHus IPv6—agpeca K
kKomaHge pobaensietcs npedukc no. Ecnm IPv6—agpec sBnAeTcAa €OUHCTBEHHbIM Ha
UHTepdence, TO ero MOXHO yoanatb 6e3 ykasaHua nonga ipv6-address. [Ons yganeHus
BcexipvbagpecoB nHtepdenca, npu yaaneHmum BMecTo ipv6-address ykasbiBaeTcs napameTp
all:

ipv6 address 'ipv6-address'/'prefix’

no ip address [{'ipv6-address'/‘prefix’ | all}]
AprymeHTbI:

ipv6-address - IPv6—agpec ¢ npedumkcom.
3.1.29.6 3apaHue/yganenue nokanbHoro IPv6 ID:
ipv6 id local 'id-value'

no ipv6 id local

3.1.29.7 3apaHuelyganenune yganeHHoro IPv6 ID:
ipv6 id remote 'id-value'

no ipv6 id remote

3.1.29.8 Oxupatb IPv6 ID OT yganeHHoOW CTOPOHbI:
[no] ipv6 id expect

3.1.29.9 3apaHue ckpoctn paboTbl MHTEpPdenca:
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speed 'speed-value’

AprymeHTbl:

speed-value - ckopocTb paboTbl MHTepdeca

3.1.29.10 YcTaHoBKa HoMepa ucnonb3yemoro ttyS ana atoro MHTepdenca:

device 'device-number’

AprymeHTbl:

device-number - Homep ttyS yctpouncTsa

3.1.29.11 BbiknioyeHne wuHTepdenca. [Ana BKMOYEHUA MHTepdenca K KomaHae
pobaBnsaeTca npedukcno:

[no] shutdown

3.1.29.12 TpeboBaHue chap ayTeHTMdUKaunn yganeHHon CTopoHsl. [Ana yaaneHus
HacCTPOWKM K koMaHae gobasnseTcs npeduke no:

ppp authentication chap

3.1.29.13 lMpepocTtaBneHne norvHa u napons chap ayreHTMduKauum yganeHHou
CTOPOHbI (M N3MEHeHNe Napons Anga gaHHorohostname):

chap hostname 'host-name' password 'host-password’

no chap hostname 'host-name’

3.1.29.14 3agaHvne MMeHM nonb3oBaTeENs M Napons And ayTeHTuukauum Ha
yAaneHHOW CTOPOHe (M N3MEeHeHWe napons AN AaHHOro MMeHW Nonb3oBaTens):

username 'login' password 'password’

no username

3.1.29.15 [MocnaTb Ha cUCTEMHOE YCTPOWMCTBO, HOMEP KOTOPOro yKasaH B KOMaH4e
device, 4 6banTa OaHHbIX:

test device

3.1.29.16 BbiBO4 HacTpoek ppp-nHTEPENCOB:

show interfaces ppp ['N]

3.1.29.17 BbiBOA4 4OCTYMHbBIX B CUCTEME NOPTOB S-232:

show ppp serial-drivers

3.1.29.18 Bbixog 13 pexxnma KoHdurypaumm ppp nHtepgenca:

exit

3.1.30 PPTP
3.1.30.1 Bxopg B pexwum koHdurypauum PPTP cepepa:
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pptp server

3.1.30.2 Bxog B pexum koHdurypauum PPTP knueHTa. Ona yganeHna KnueHta K
KomaHge nobasnseTca npeguke no:

[no] pptp client ‘client-number’

AprymeHTbI:

client-number - HomepPPTPknueHTa.

3.1.30.3 3apaHue/nameHenune IPv4—agpeca:

ip address 'ip-address-value'

3.1.30.4 lNpepoctasneHne PPTP knueHTy agpecos DNS cepBepoB:

dns-servers 'IP_1'['IP_2]

3.1.30.5 [PopcupoBaHHasi] yctaHoBka default route ons PPPOE knuneHTa

use-default-route [replace]

3.1.30.6 3apaHune/nsameHeHne ananasoHa BblgaBaeMblX KIIMEHTaM ip-agpecos:

client range 'ip-range’

AprymeHTbI:

ip-range - AnanasoH IP agpecos, BblgaBaeMbIx knueHTam B oopmate a.b.c.d1-d2 (Hanp.
10.1.1.20-50).

3.1.30.7 YcraHoBKa UMeHM Nonb3oBaTens v naponsa Angd knuenTta. [ins yganeHus uMexu
nonb3oBaTesns ¢ naponemM K komaHae gobasnseTcs npedukc no.

client name ‘client-name' password '‘password-value'

AprymeHTbI:

client-name - nma nonb3oBaTens;

password-value — naponeb.

3.1.30.8 BobikntoueHune cepepa. [Ansa BKOYeHNsa kK Komange godasnsercs npeduke no.
[no] shutdown

3.1.30.9 Bbixog 13 pexuma koHdurypauum PPTP cepsepa:

exit

3.1.30.10 YkasaHuelPv4—agpecacepsepa:

server 'ip-address-value'

3.1.30.11 [MOCTOSIHHO MbITaTbLCA BOCCTAHOBUTL MOAKIIOYEHME:

[no] persistent
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3.1.30.12 3aBepLlwmnTb npouecc nocne N nocnegoBaTenbHbIX HEYAAYHbIX MOMbITOK
NOAKMIYEHUS:

maxfail 'N'

no maxfail
3.1.30.13 XKpate T cekyHA nepepn HOBOW NOMbITKOM BOCCTAHOBUTL MNOAKMIOYEHNE:
holdoff 'T'

no holdoff

3.1.30.14 3agaHne/M3amMeHeHne MMEHU Nonb3oBaTens U Napons:
name 'client-name' password 'password-value'

AprymeHTbI:

client-name - nmsinonb3oBaTens;

password-value- naporsib.

3.1.30.15 BblkntoyeHne knueHTa. [Ons BKAYEHUA K koMaHae pobaensercs
npegukc no:

[no] shutdown

3.1.30.16 Bbixog 13 pexuma koHdurypaumm PPTP knueHTa:

exit

3.1.30.17 BbiBog HacTpoek PPTP cepsepa:

show pptp server

3.1.30.18 BbiBog HacTpoek PPTP knueHTOB:
show pptp client ['client-number’]

3.1.31 ECN (Explicit Congestion Notification)

3.1.31.1 BkntoueHneECN. [HOns otknodeHna ECN Kk  komange [gobasnsieTcs
npedgukc no:

[no] ip tcp ecn

3.1.31.2 MNokasaTtb cocTosiHne ECN (BKNIOYEH/BLIKIMIOYEH):

show ip tcp ecn

3.1.32 VRRP (VirtualRouterRedundancyProtocol)
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Note: B pexume koHdurypauum ethernet-untepdetrica.
3anyck VRRP Ha gaHHom nHTepdence. [Ana octaHoBkn VRRP k komaHae gobasnsercs
npeduKc no:
vrrp id ‘group-id’
address 'virtual-ip-address'
[priority 'server-priority']

[timer 'advertisement-interval']

no vrrp id 'group-id’

AprymeHTbl:

group-id - ID rpynnel VRRP (1-255);

virtual-ip-address - IP-agpecBupTyanbHoromHtepdenca (agpecLuntosa);
server-priority - npuopuTeT cepeepa;

advertisement-interval - nHTepBan obMeHa coobLLUeHNAMN MexXay cepBepamu.

3.1.33 CARP (Common Address Redundancy Protocol)
Note: BpexmmekoHdpurypaummnethernet-nHtepdgenca.
3anyck CARP Ha gaHHom nHTepdence. [Ana octaHoBkn CARP k komaHae gobasnsercs
npegukc no:
carp id 'group-id'
address 'virtual-ip-address'
password 'group-password'
[timer ‘advertisement-interval’]
no carp id 'group-id'
AprymeHTbl:
group-id - ID rpynnsl VRRP (1-255);
virtual-ip-address - IP-agpecBupTyanbHoromHtepdenca (agpecLuntosa);
group-password - KnioY LWndpoBaHs ceTeBOro npoTtokona. JomkeH 6biTb 04MHAKOBbLIM
Ha BCEX cepBepax-yd4acTHUKax JaHHOW rpynmbl;
advertisement-interval - nHTepBan obMmeHa coobLLUeHNAMN MEXaY cepBepamMu.
Mpn HacTpanmBaHWM HECKONbKMX rPynn Ha ogHOM hmamyeckomMm nHTepdence onst BCex

rpynn AomKkHa coBnaaaTtb NPUOPUTETHOCTb (OCHOBHOM UM MPUOPUTETHBIN).

3.1.34 IDS SNORT
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3.1.34.1 KoHdpurypaumsa agpecoB BHelwHUX ceTen ana Snort. [akeTbl, ncxogdawme c
3TUX agpecos, byayT npocMaTpmBaTbCA:

snort external-network 'external-network-address' [... 'external-network-address-N']

no snort external-network

AprymeHTbl:

‘external-network-address’ ... ‘external-network-addressN’ - adpeca eHewHuUx cemeu

3.1.34.2 KoHpurypaumsa agpecoB AomawHux ceTem ana  Snort.  [lakeThl,
npegHasHa4YyeHHble 3TUM agpecam, ByayT NpocMaTpuBaTbLCS:

snort home-network ‘home-network-address' [... 'nome-network-address-N']

no snort home-network

AprymeHTbI:
‘home-network-address’ ... ‘home-network-addressN’ - aOpeca domawHux cemeu
3.1.34.3 BkntoyeHue-BbIKMOYeHe Snort Ha ykasaHHOM MHTepdence:
snort interface {'interface-type' 'interface-number" |
macvlan 'parent-eth-number" ‘interface-number |
vlan {'parent-interface-type' 'parent-interface-number |

macvlan 'parent-eth-number' ‘'macvlan-number'}

vid 'vlan-id'}
{on|off}
AprymeHTbl:
‘vlan-id’ - VLAN ID (Hanp. 2 nnun 2.34.12 gna VLAN-in-VLAN);
parent-eth-number’ - HOMeppOaUTENbLCKOro ethernet MHTepdenca,

HakoTopoMpacnonaraeTcs macvlan;
‘parent-interface-type’ - TunpoguTensckoroans vlian uHtepderica;
‘parent-interface-number’ - HomeppoguTenbckorogna vlian nHtepdenca;
‘macvlan-number’ - Homep macvlan nHtepdenca, Ha koTopom pacnonaraeTtcs VLAN.
3.1.34.4 KoHcurypaums yHUKanbHOro nosib3oBaTenbckoro kniova oinkcode ansa Snort.

OH TpebyeTca onsa obHoBneHus Habopos nNpaswun snort-registered n snort-ip-blacklist:
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snort oinkcode 'oinkcode-string’

no snort oinkcode

AprymeHTbI:

‘oinkcode-string’ - cTpoka, cogepxatlasa oinkcode.
3.1.34.5 KoHcurypaums aBTomatmyeckoro obHoBneHmsa 6a3 npaswn ans Snort:

snort update-rules auto period ‘days' time 'hh:mm[:ss]'

no snort update-rules auto

AprymeHTbI:

‘days’ - KONn4eCcTBO OHEN Mexay aBToMaTU4eCKuMmM 0BHOBIEHNSMU;

‘hh:mm([:ss]’ - BpeMsi, B KOTOpPOE HYXHO NPOBOAUTL aBTOMaTn4yeckoe obHoBIEHME.

3.1.34.6 O6HoBneHue 6a3 npasun ans Snort:

snort update-rules now

3.1.34.7 KoHdpurypaumsa 6a3 npasun gna Snort. byayt oGHOBRATbLCA yKasaHHbIe
Habopbl, NM60 BCe Habopbl:

snort use-rule {all | [snort-community] [snhort-registered] [snort-ip-blacklist] [emerging-
threats]}

no snort use-rule {all | [snort-community] [snort-registered] [snort-ip-blacklist] [emerging-
threats]}

3.1.34.8 BbiBog nora paboTtbl Snort Ha ykazaHHOM UHTepdence:

show snort log interface 'type' 'N'

3.1.34.9 BbiBoag HabopoB npaswusi, C KOTOpbiMK paboTaeTt Snort:

show snort rule-sets

3.1.34.10 BbIBOA, YHMKanNbHOro Nonb3oBaTenbCKoro Krtoya oinkcode gnga Snort:

show snort oincode

3.1.34.11 BbiBOO agpecoB gomallHux ceten anga Snort:

show snort home-network
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3.1.34.12 BbiBOA, agpecoB BHeLWHUX ceTen anga Snort:

show snort external-network

3.1.35 NTP (Network Time Protocol)

3.1.35.1 BkntoveHue/BblkntoveHne/nepesarpyska NTP cepsepa:

ntp on/off/restart

3.1.35.2 PaspelueHune KOMMbOTEPAM n3 yKasaHHOM nokarneHom ceTtu
CYHXPOHM3MPOBATbCA C cepBepoM. [ns yaaneHuss HacTpoWkM K KomaHae fobGasnsercs
npedgukc no:

[no] ntpserverallow-lan 'ipv4-address/mask’

3.1.35.3 YcraHoska IPv4—agpeca nosepeHHoro NTP cepBepa. [na yoaneHus agpeca K
KoMmaHge gobaensertcs npeduke no:

[no] ntp server ip-address 'ipv4-address'

3.1.35.4 YcraHoBka IPv6—agpeca nosepeHHoro NTP cepBepa. [ng yoaneHusa agpeca K
komaHae fobasnsaetcst npeduke No:

[no] ntp server ipv6-address 'ipv6-address'

3.1.35.5 YcraHoBka umeHun poBepeHHoro NTP cepBepa. [Ons ygoaneHusa MMeHW K
komaHae fobasnsaetcst npeduke No:

[no] ntp server name ‘name-value'

3.1.35.6 BbiBog cocTtosiHus NTP cepepa:

show ntp

3.1.35.7 BeiBog HacTtpoek NTP cepBepa:

show ntp configuration

3.1.36 YcTaHOBKa NOKanbHOro BpeMeHu, atbl M YacoBOro nosica

3.1.36.1 YcTaHoBKa NnokasibHOro BpEMEHN:

systemclocktime 'HH:MM[:SS]'

3.1.36.2 YcrtaHoBKa gathbl:

systemclockdate 'dd.mm.yyyy"

3.1.36.3 YcTaHOBKa 4YacoBOro nosca:

system clock timezone

3.1.36.4 BbiBOA TeKyLUEro BpeMeHu, AaTbl U 4acoBOro nosica:

show clock
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3.1.37 YnpaeneHue agpecamu DNS cepsepoB

3.1.37.1 [obaeneHune 3anucu o dns cepBepe B CNUCOK [8 Hayarso criucka] dnscepBepoB,
cogepxawminca B /etc/resolv.conf. [1ns yaaneHus 3anucm kK komaHae nobasnsietca npedumke
no:

[no] name-server [first] ‘address'

3.1.37.2 BbiBOgTEKYLEeNKOHpUrypaunmnDNS-cepBepoB:

show name-servers

3.1.38 OcrtanbHble kKoMaHbl

3.1.38.1 BbIBOA 3arpysku npoLeccopa M 3aHATOCTM NamMsaTu. Ecnn ykasaH napameTtp
dynamic, To BbiBO4 (hOpMUPYETCA HE OAHOKPATHO, a OBHOBNSAETCA KaXable 2 CEKYHAbI:

show usage [dynamic]

3.1.38.2 BbiBOA BEpPCUM NpOrpamMmMHOro obecneyeHus:

show version

3.1.38.3 BbikntoveHne/nepesarpyska CUCTEMbI:

system {shutdown|reboot}

3.1.38.4 TNpoBepka LenoctHocTn dhannos BMM:

system check-md5-summs

3.1.38.5 O6HoBneHue naketos BMM:

system upgrade

3.1.38.6 BkntoveHue/BbIkno4YEHNE TFTP cepsepa ans 3arpy3Kku/BbIrpy3kum
KOHOMrypaumoHHbIX hansos:

tftp {on|off}

3.1.38.7 BbiBoa cogepxumoro katanora TFTP cepsepa /home/serviceuser/tftp/:

show tftp

3.1.38.8 BbiBoa nogkntoyeHHbix k PCl wnHe ycTponcTB:

show Ispci

Mpumepbl NO HACTPOWKEe NporpaMmbl CMOTPUTE B NPUNOXEHUM «PykoBoOCTBO MO
HacTporke MapLlpyTnsatopa MyNbTUNPOTOKOSIbHOrO BbiCOKONpomnssoamntensHoro BMM»
ML>KIN.30030-01 34 01-1.
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4 COOBWEHWMA OMEPATOPY

HencTteus onepatopa AOOJDKHbl OCYLWLECTBIIATbLCA B COOTBETCTBUM C MNOLOCKa3KaMMU,

BblAaBaeMbIMU B rnpouecce nHctarnaumm m HaCTpOVIKM CloO Ha SKpaHe MOHUTOpPAa.
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MepeyeHb ycnoBHbIX 0603HAYEHUIN U COKPaLLLEHUI

BMM —mapuipyTrn3aTtopmynbTUNPOTOKOSbHbLIM BbICOKOMPOomn3BoauTesibHbIn BMM
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